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ABSTRACT

IMPLEMENTATION AND PERFORMANCE STUDY OF IMAGE
DATA HIDING / WATERMARKING SCHEMES

Arkadiusz Edbvgrard Komenda
Two data hiding / watermarking techniques for grayscale and color images are
presented. One of them is DCT based, another uses DFT to embed data. Both
methods were implemented in software utilizing C/C++. The complete listings of
these programs are included. A comprehensive reliability analysis was performed
on both schemes, subjecting watermarked images to JPEG, SPIHT and MPEG-2
compressions. In addition, the pictures were examined by exposing them to common
signal processing operations such as image resizing, rotation, histogram equal-
ization and stretching, random, uniform and Gaussian noise addition, brightness
and contrast variations, gamma correction, image sharpening and softening, edge
enhanccement, manipulation of a channel bit number and others. Methods were
compared to each other. It has been shown that the DCT method is more robust
and, hence, suitable for watermarking purposes. The DFT scheme exhibits less

robustness, but due to its higher capacity is perfect for data hiding purposes.
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CHAPTER 1

INTRODUCTION

Data hiding sometimes also called steganography is a relatively new and quickly
growing field in digital image processing. The main task is to design a scheme which
effectively hides data in images without downgrading their quality [1, 2, 3]. Moreover,
the hidden data should not be easily retrievable by just anyone. The method should
be complex enough to enable only authorized and debriefed individuals to extract
the hidden information. At the same time, hidden data should not be changed or
completely lost due to the common image processing opel;a.tions such as compression,
image enhancement, filtering, etc. However, it is practically impossible to design a
method that would guarantee safety and correct detection of data subjected to every
possible image alteration. Therefore, as in the case of all new fields of application,
we aimed to design a steganographic scheme that shows itself to be robust, at least,

against to the most commonly encountered image processing operations.

1.1 Data Hiding Applications
Applications for data hiding in images are enormous, (Table 1.1). The most obvious
one is cataloging or indexing the images. The hidden information can contain the
type of the picture (cartoon, landscape, in-door, etc.), author's name, owner’s name,
date and location it was taken, and so on. Steganography can also be used to prove
image ownership in the court of law. For example, the professional photographer
takes a picture in the digital form and posts it on its website for viewing by the
potential customers. If one of the customers wants to purchase the picture, he
pays the photographer a negotiated price and now is free to download the image for
commercial use. The website image contains a watermark which in case of a copyright

infringement can be used by the photographer to prove that he’s the actual owner.



Table 1.1 Data Hiding Applications
Data Hiding Applications

Cataloging
Image Ownership
Watermarking
Intelligent Agents

This scheme should protect the rightful owners from unauthorized use of their image
content.

This example brings us to the next application, namely watermarking. Water-
marking is a way of tagging an image for authenticity, copyright [4] or identification
purposes. It has a lot in common with data hiding; however, it is also subject to
attacks. Attacks in this instance encompass counterfeiting, altering and destroying
the watermark. Typical hidden data which is not a watermark might be exposed to
such attacks too; however, it is less likely, since changing the data might not bring
any financial gain or other benefits. This distinction is based on the assumption that
since the particular hidden data is not a watermark the ownership rights cannot be
resolved on its bases. Since the watermarks are much more likely to be attacked,
their embedding methods should be more complex and their survival rate under the
attack much higher than a typical data hiding application. Most common watermark
alteration attempts include compression, image reshaping, filtering, etc.

The fourth area of application for data hiding is of intelligent agents. In this
scenario, images are carriers of small executive programs (intelligent agents) that
perform specific tasks. For example, while displaying an image, the agent checks
whether the computer performing the operation is the one that belongs to the person
licensed to use the image. If not, it stop displaying operation and notifies the user
that he is not authorized to use the image. Another very appealing application for
intelligent agents is connected to e-commerce and Internet. For instance, a customer

would like to watch a movie that can be downloaded from a pay-per-view website.



First, he pays for the movie, second downloads it, and then watches. Once the movie
is finished the intelligent agent hidden inside the computer video file, e.g. MPEG,
self-destructs the movie sequence. Since the viewer paid for only one viewing of the

movie, he is no longer authorized to have a viewable copy of it.

1.2 The Scope of Thesis
This work presents two data hiding schemes complete with their implementation
and performance analysis. The first scheme embeds data in low frequency image
coefficients in the DCT domain [5]. The detection of data is a non-linear, oblivious
operation. The second scheme uses maximally separable points of the signal constel-
lation for steganography in combination with FFT based cyclic correlation for the
detection operation [6, 7]. This method likewise does not require the original image
to be present during the detection stage. Both methods were implemented in C/C++
and program listings can be found in the appendices. However, the main objective
of this thesis is to present a thorough performance study of watermark and hidden
data survival rates under various image signal processing operations for these two
data hiding techniques. Watermarked pictures are exposed to various common
image processing operations such as JPEG and SPIHT compressions, brightness
and contrast manipulations, gamma correction, resizing, rotation, noise addition, to

name a few. All testing is performed on standard test images.



CHAPTER 2

OVERVIEW OF DATA HIDING TECHNIQUES FOR IMAGES

Over the years, there have been developed many techniques for hiding digital data
inside images. The first differentiation among them is based on data detection
procedure (Table 2.1). While extracting data or a watermark, the user might be asked
to provide an original, unwatermarked image which is necessary for the watermark
retrieval operation. Such scheme [8, 9] is categorized as a cover image escrow method.
On the other hand, the steganographic algorithm where the original image is not
needed [10, 11] for a successful watermark extraction is called an oblivious detection

scheme.

Table 2.1 Hidden Data Retrieval Methods
Hidden Data Retrieval Methods

Cover Image Escrow

Oblivious Detection

2.1 Classification of Data Hiding Techniques

Steganographic schemes can be divided into the following classes and subclasses:
e Spatial domain signature embedding
e Transform domain signature embedding techniques

— Discrete Cosine Transform (DCT)
— Wavelet transforms

— Other transforms

e Other approaches



2.1.1 Spatial Domain Signature Embedding

The first data hiding methods were designed to operate in the spatial domain
(without decomposition). They were relying on modification of certain pixels’ bits,
usually the least significant bits (LSB), to hide data. In Ref. [12], the authors present
two schemes to hide data in images. The first one replaces the least significant bits
of the image with an m-sequence while the second adds the m-sequence to the least
significant bits of the image and uses auto-correlation to detect it later on. In Ref.
[14], the author alters the LSB of sets of pixels selected by a random key in such
a way to increase their contrast. Famous "Patchwork” operates on pairs of pixels,
increasing the value of one and decreasing the value of the other one, in order to
hide a bit [13]. However, these methods are not too resistant to common image

processing operations, such as compression, addition of noise, and others.

2.1.2 Discrete Cosine Transform Based Techniques

The most popular approach to image steganography to date is through the use of
the DCT. The original image is transformed into the DCT domain in which the
actual data hiding takes place [5]. In Ref. [2], Cox et. al. apply a steganographic
method to both a video and audio signals. The signature is inserted into still pictures
using discrete cosine transform techniques. It is shown that the watermark can still
be recovered after various common processing operations such as scaling, JPEG,
rotation, translation and clipping. Even when the image is printed, photocopied
and scanned, a signature is still recoverable. In Ref. [15] the authors use human
visual system’s (HVS) characteristics to ensure that the watermark is invisible to
the human eye. The watermark’s signature, added in the DCT domain, is of the
pseudo-noise form shaped by using HVS’s frequency masking. Ruanaidh et. al. in
Ref. [16] present a watermark embedding scheme in the DCT domain by modulating

the transform coefficients with a bi-directional coding. In Ref. [17] the authors hide



a signature inside the middle frequency DCT coefficients. This scheme is resistant

to JPEG compression and resizing.

2.1.3 Wavelet Transform Based Solutions

More and more data hiding algorithms incorporate wavelet transforms. Inoue
et. al. in Ref. [18] propose a discrete wavelet transform based method for
embedding a digital watermark inside an image. Data is hidden in the lowest
frequency components of the picture by using a controlled quantization process.
Detection is done in an oblivious mode by quantization and mean amplitude of the
lowest frequency components. In Ref. [19], the authors present two wavelet based
techniques for steganography. They divide wavelet coeflicients into significant and
insignificant ones. In the first method, they hide data utilizing the insignificant
coefficients. While in the second scheme, they introduce a threshold and modify
significant coefficients for data hiding purposes. This method is shown to be robust
to JPEG compression. Swanson et. al. in Ref. [20] present a video watermarking
scheme in which a perceptual model determines where the strength of the watermark
can be enhanced within the image. The method performs well even in the event of

frame skipping.

2.1.4 Other Transforms

Another popular transform for data hiding is the Discrete Fourier Transform (DFT).
Real images generally give a complex valued coefficients after the application of the
DFT. Ramkumar et. al. in Ref. [7] use only the DFT magnitudes for data hiding
purposes. However, Ruanaidh et. ol. in Ref. [21] propose hiding data in the phase
of the DFT coefficients. In Ref. [16], Hadamard Transform and Daubechies Wavelet

Transform are utilized.



2.1.5 Other Approaches

A more novel approach has been presented by Voyatzis and Pitas [22, 23]. In this
case, the watermark is an image consisting of black and white pixels only. First,
the watermark is scrambled by chaotic transformation using toral automorphism.
Second, the scrambled watermark is combined with the original picture by changing
the gray levels to form a watermarked image. The mark is said to be resistant to
filtering and JPEG compression. Interestingly, Davern and Scott [24] use fractal

compression scheme for data hiding.

2.2 Summary
As we can see there are many various approaches to effective information hiding.
Each presents us with different benefits and immunities to certain signal processing
operations. However, no one has yet came up with the scheme which would be
totally resistant to tampering. In this thesis it is aimed to come closer to the ideal

fully-robust data hiding/watermarking method.



CHAPTER 3

TWO NEW ROBUST DATA HIDING / WATERMARKING
METHODS

The following chapter introduces two steganographic techniques proposed in Ref. 5]
and [6, 7]. They were both implemented in C/C++ and multiple experiments were
conducted on watermarked images produced by those programs. The objective was
to analyze the performance and resistance of the watermarks and hidden data to

common signal processing attacks.

3.1 Method I: DCT Based Robust Watermarking Technique
The first data hiding method utilizes DCT transformation and its detection procedure
is oblivious in nature [5]. In a typical scenario, an 8x8 block DCT is performed on
the original image. Each block is then zigzag scanned so as to form 64 bands of
coefficients. The first 8 bands of coefficients with the highest energy levels except
the DC coefficient band are joined together to form a row vector. This vector is then
randomly mixed, i.e. the coefficients are moved from one position to another in a
random fashion. However, their original order is saved for later use in the reverse
reordering operation. Next, the mixed coefficient vector is subjected to an all-pass
filter scrambling. After all these operations, the vector is divided into segments with
128 coefficients in each. In each such a segment one bit of data is embedded. During
the embedding small magnitude coefficients are manipulated as to have correct signs.
For example, if we want to embed a ’0’ bit, we have to end up with the majority
of coefficients in the segment being negative. This is achieved by reversing the
positive sign of all small magnitude coeflicients. To hide a ’1’ bit, the majority of
the segment’s coefficients should be positive, so we reverse signs of all the negative

small magnitude coefficients (Figure 3.1).
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Figure 3.1 Method I - Data Hiding Scheme

After the embedding, the segments are put together to form a vector again.
This vector is then inverse all-pass filtered and reordered. The new 2 through 9
bands together with the rest of the other bands from the original image are unzigzag
scanned to form 8x8 blocks which are subjected to the inverse DCT. In this way a
watermarked image is obtained.

Detection proceeds along the lines of the procedure described in the first
paragraph of this section. However, instead of embedding, the bits are detected
on the bases of the dominant sign in the segment. If in a 128 coeflicient segment
most of the coeficients are negative, then it is a '0’ bit, otherwise it is a '1’ bit

(Figure 3.2).

3.2 Method II: Novel DFT Based Data Hiding Technique
As in the previous method, the detection step of the DFT based scheme does not need

the original, unwatermarked image to be present for successful data extraction [6, 7].
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Figure 3.2 Method I - Data Detection Procedure

During the data hiding operation, the original picture undergoes 8x8 block DFT
transformation. From each block 34 unique coefficients are extracted and divided
into 34 bands. The end result is a 34 by number-of-8x8-blocks matrix. This matrix
is column-wise decorrelated using a KLT (Karhunen-Loeve Transform) matrix and
then row-wise decorrelated using Daubechies filter bank. In the next step, the matrix
is reshaped to form a single vector. The vector is randomly reordered (saving the
original coefficient ordering for later reverse reordering operation) and divided into
segments of length 2048 coefficients. In each segment, one 12 bit data-word is hidden.
The data hiding procedure uses a seed to generate a 2048 long binary sequence, which
is all-pass filtered. The 12 bit data-word is converted into its integer equivalent and

the binary sequence is then:
e cyclically shifted by the integer’s value, if the integer is less than 2048,

e or multiplied by a negative sign and cyclically shifted by the 4095 - integer’s

value amount, if the integer is greater than or equal to 2048.

After shifting, the new binary sequence is combined with the segment’s coeflicients

(Figure 3.3).
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Figure 3.3 Method II - Data Hiding Scheme

All segments are combined back into a vector which is then reverse reordered
and reshaped into a matrix. The matrix is correlated row-wise using Daubechies
filter bank and column-wise by KLT. Finally, 8x8 blocks are formed and the inverse
DFT performed on them to generate the watermarked image.

The detection part (Figure 3.4) goes along the lines of first paragraph in this
section. However, only 6 least significant bits of each of the coefficients in the segment,
are used for data retrieval. The all-passed binary sequence is created using the same
seed (the seed is an input to be given by the user, or, rather, owner of the image) as
during the data hiding operation. Then the cyclic correlation of the binary sequence
is performed on the coefficient segment. The amount of shift which gives the highest
magnitude of correlation, is the hidden integer number. If the sign of the highest

magnitude correlation is:

e positive, then the integer number (amount of shift) converted into a 12 bit

data-word is the hidden data,
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e negative, then the result of {095 - integer’s value converted into a 12 bit data-

word gives the hidden data.
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L
Data
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Figure 3.4 Method II - Data Detection Procedure



CHAPTER 4

SOFTWARE IMPLEMENTATION OF BOTH METHODS

Fully functional computer packages for both data hiding algorithms were built so
as to further test their robustness, conduct a thorough performance research and
find a means for easy distribution to all interested parties in our current research.
Software for DCT and DFT steganographic methods is based on a combination of C
and C++ languages. However, DCT and DFT packages were written separately and
for different systems. Hence, their inner code does not resemble each other. They
also function differently and, as will be shown, have different interfaces, although,

some parallels can be drawn between them.

4.1 Method I - DCT Windows-based Software Package
Software package (DHS?) for the first watermarking method was written for Windows

based systems. This includes:
e Windows 95,
e Windows 98,
e Windows NT 3.51 (Intel),
o Windows NT 4.0 (Intel).

DHS1 stands for Data Hiding Software 1. It is a fully functional, redistributable
application software complete with the installation and setup routines (Figure 4.1).
Version 1.10 of the software fits onto one 3.5” diskette with 1.44 MBytes of disk space.
After installation, simple double-clicking on DHS1.EXE file in Windows Explorer

runs the application (Figure 4.2).
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Matlab. This way, it was possible to troubleshoot C/C-++ code for logical errors if
the results did not match with a Matlab program. Writing mathematical programs
in Matlab is considerably faster than in C/C++.

The maximum height of the picture that the program can take as an input is
1000 pixels. There is no limit in the horizontal dimension. The assumption was that
in practice pictures are usually wider than their vertical size. Hence, it is less likely
that the picture will have 1000 pixels vertically than horizontally. The maximum
height is controlled by the constant, ISIZE. The image is actually kept sideways in
the array, that is, throughout the program operations are done on the transpose
of the image. The reason is that only the number of rows of the array can be set
dynamically in C++. The number of columns is a constant that can’t be changed
or manipulated from the inside of the program.

The program accepts pgm, ppm and .y.u.v (in the video case) file formats. These
are pretty popular graphical formats and can be displayed by many commercially
available graphics packages, for instance, Lview Pro and Paint Shop Pro. .y file
format can be displayed as a RAW file. The reason for entering width and height
of the images is that, first, .y.u.v files do not have size information embedded in
themselves and, second, the program has been built in such a way that RAW file
input format could be easily added. In addition, vertical and horizontal dimensions
do not have to be powers of 2. The program is written to handle any size. This is
done by using the maximum size of the image which is still divisible into an integer
number of blocks of the current block size. For example, for the 8x8 block size option,
for a 388x190 picture, the program only uses the 384x184 image portion.

For block sizes 8x8, 16x16, 32x32 and 64x64, 128x128 separate subroutines
were written to speed up the execution of the program. During the trial runs it
was noticed that a single subroutine for all different block sizes resulted in very long

execution times under 8x8 and 16x16 options. This led to a split of the subroutine
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into two as a necessity. The potential to use block sizes other than 8x8 makes the
program more universal and capable of investigating their properties.

The program also checks whether the minimum margin of majority of the
appropriate sign prevails in a segment after the embedding operation. If it is detected
that the hiding operation did not create large enough majority of the appropriately
signed coefficients, the data hiding operation is repeated and more coefficients’ signs
are reversed.

Overall there are 15 source files, 14 header files, 4 resource files, 13 classes and
16 global functions. The total amount of written code verges on 7800 lines. This

reflects the complexity of the program (Figure 4.10).

Hide Routine
Bx8, 16x18,
32x32

Detect Roatine
8x8, 16x18,
32x32

Hide Routine
6464,
128x128

Detect Routine
6464,

128x128

Hide

Specific Functions

Detect
Specific Functions

Figure 4.10 DHS1 - Program Structure

4.2 Method II - DFT Web-based Software Package
For the second method'’s data hiding algorithm a Web-based package was built. You

can test run it at http://www.njemr.org/dhs/. The software was written in ANSI
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for Windows-based systems (due to CGI Timeout issue, see Section 4.2.1) which
would include steganography in video sequences.

The need to input picture dimensions stems from their unavailability in .y.u.v
format and a plan to include raw file format as one of the input options. The DFT
is performed on the 8x8 blocks of pixels. However, this does not limit image sizes to
ones divisible into blocks of 8x8. This is possible due to the program’s subroutine
which narrows used picture area, to include the largest feasible, but still divisible
into 8x8 blocks image portion, for data hiding. The rest of the picture is saved for
later use in the construction of the watermarked picture.

Similarly to DHS1, the DHS5 program operates on the transposed image. This
is a consequence of C/C++ limitation which allows only the array’s row number to
be set dynamically, while the number of columns has to be fixed. Since it’s more
likely that the picture is wider than higher, it was decided to set a vertical limit
for the picture to 1000 pixels and let the horizontal dimension be only limited by
hardware constraints. The only possible way of implementing this was by loading
the image into an array rotated by 90 degrees (transposed).

The whole package consists of about 3700 lines of code in both C/C++ and
HTML, and 17 different functions. It is divided into 3 standalone parts (Figure 4.16):

e main screen written in HTML with CGI,
e data hiding subprogram in C/C++ and HTML plus CGI,
e data extraction subprogram in C/C++ and HTML plus CGI.

A complete C/C++, HTML and CGI listing of the program can be found
in Appendix B. The Matlab equivalent which was used for testing integrity and

reliability of the Web-based system was also written.
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Figure 4.16 DHS5 - Package Structure
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CHAPTER 5

A COMPARATIVE PERFORMANCE STUDY FOR TWO DATA
HIDING SCHEMES IN IMAGE AND VIDEO

A scrupulous analysis of both steganographic techniques was performed with a special
focus on hidden data survival under the JPEG and SPTHT compressions. In addition,
an MPEG-2 video compression was tested for the first method. Both schemes were
also subjected to an array of common image editing processes which included, but
were not limited to, resizing, rotation, noise addition, sharpening and bluring. In all

cases Paint Shop Pro Version 5.01 was used as an image editing tool.

5.1 Determination of the Majority Sign Threshold for Method I
The DCT technique has a majority sign threshold (dominance threshold) constant
that had to be determined experimentally, before the algorithm could be used. This
constant simply tells what the minimal number difference between the coefficients
with the correct signs and ones with the opposite signs within a segment should
be. For example, is there supposed to be 5, 10 or 20 more positive coefficients than

negative ones while embedding a '1’ bit?

5.1.1 Case of JPEG Compression (Grayscale Images)

An experiment was conducted on 3 grayscale 256x256 test images, namely Lena,
Tree and Baboon, to determine the optimal majority sign threshold. In each image
a 64-bit long binary signature was hidden using an 8x8 DCT block transform. Then
the image was subjected to a JPEG compression with the quality value of 10. Next,
the image was decompressed into a pgm file and data detection was performed on
it. This procedure was repeated for the JPEG quality factors of 20, 30, 40, ...,
100. In addition different block sizes of 16x16, 32x32, 64x64 and 128x128 were also

experimented. And just to improve the reliability of data, the whole process was
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repeated for a new different signature. The thresholds tried were: 10, 22, 27, 32, 37,

42, 47, 52, 67, 72, 77, 82, 87, 92, 97, 102, 107, 112, 117, 122.

For results see Figures 5.1, 5.2, 5.3, 5.4, 5.5, 5.6, 5.7, 5.8, 5.9, 5.10. It is seen

that the optimal value for the majority sign threshold constant is around 20. In

particular, see the last four figures for block sizes of 64x64 and 128x128.
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Figure 5.2 JPEG DCT - 8x8: Testing Various Majority Sign Thresholds (Part 2)
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Figure 5.3 JPEG DCT - 16x16: Testing Various Majority Sign Thresholds (Part 1)
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Figure 5.6 JPEG DCT - 32x32: Testing Various Majority Sign Thresholds (Part 2)
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Figure 5.10 JPEG DCT - 128x128: Testing Various Majority Sign Thresholds
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5.1.2 Case of SPTHT Compression (Grayscale Images)

The same experiment was conducted for SPIHT compression. However, this time we

used:

e 7 grayscale 256x256 test images: Lena, Baboon, Tree, Splash, Tiffany, Girl and
Peppers,

o 10 different 64-bit long binary signatures,
e 5 different DCT block sizes: 8x8, 16x16, 32x32, 64x64, 128x128,
e 6 SPIHT bitrates: 0.25, 0.50, 0.75, 1.00, 1.25, 1.50.

For results see Figures 5.11, 5.12, 5.13, 5.14, 5.15, 6.16, 5.17, 5.18, 5.19, 5.20.
It can be seen that the optimal value for the majority sign threshold constant for

SPIHT is around 25, note figures for block sizes of 64x64 and 128x128.
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5.1.3 Case of JPEG Compression (Color Images)
Similar experiment to the two previous ones was performed on color images which

underwent JPEG compression. The following options were used:
e 2 color (ppm) 256x256 images: Lena and Tree,
o 2 different 64-bit long binary signatures,
e 5 different DCT block sizes: 8x8, 16x16, 32x32, 64x64, 128x128,
e 10 JPEG quality factors: 10, 20, 30, ..., 100.

See Figures 5.21, 5.22, 5.23, 5.24, 5.25, 5.26, 5.27, 5.28, 5.29, 5.30 for results.
From the last 4 graphs it can be seen that the majority sign threshold constant

should be chosen to be 20.
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Figure 5.29 JPEG DCT - 128x128: Testing Various Majority Sign Thresholds
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5.1.4 Case of SPIHT Compression (Color Images)

SPIHT compression was also used for finding the majority sign threshold. In this

case we used:
e 3 color (ppm) 256x256 images: Lena, Baboon and Tree,
o 2 different 64-bit long binary signatures,
o 5 different DCT block sizes: 8x8, 16x16, 32x32, 64x64, 128x128,
e 6 SPIHT bitrates: 0.25, 0.50, 0.75, 1.00, 1.25, 1.50.

Results can be seen in Figures 5.31, 5.32, 5.33, 5.34, 5.35, 5.36, 5.37, 5.38, 5.39,
5.40. The majority sign threshold constant was chosen to be equal to 25 to perform

well under SPTHT compression.
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Figure 5.31 SPIHT DCT - 8x8: Testing Various Majority Sign Thresholds (Part 1)
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5.2 Performance Results with Compression
In this section we present a thorough testing of DCT and DFT schemes subjected
to JPEG, SPIHT and MPEG-2 compression schemes.

5.2.1 JPEG Grayscale Image Tests

Method I was used to hide a 64-bit long binary signature inside a grayscale (pgm)
image, using a majority sign threshold (dominance threshold) constant set to 20.
JPEG compression was then applied to the image, followed by decompression back

into a pgm format. This procedure was repeated for:

o 7 black-and-white 256x256 images: Baboon, Lena, Tree, Girl, Splash, Tiffany
and Peppers,

o 10 different signatures,
e 5 different DCT block sizes: 8x8, 16x16, 32x32, 64x64, 128x128,

¢ 10 various JPEG compression quality factors: 10, 20, 30, 40, ..., 100.
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Figure 5.45 Probability of Bit Error vs. Different JPEG Quality Values for 64x64,
128x128 DCT Block Sizes

The same experiment was conducted for the data hiding Method II. In this

case we used:

o 13 black-and-white 256x256 images: Airplane, Baboon, Lena, Tree, Girl, Girl2,
Girl3, Couple, Splash, Tiffany, House, Sailboat and Peppers,

e 11 different signatures,
e 10 various JPEG compression quality factors: 10, 20, 30, 40, ..., 100.

For image quality comparisons, see Figures 5.46, 5.47, 5.48. They show the
original, unwatermarked image, next to the DHS5 watermarked image. Note, that
the decrease in quality of the images due to the watermarking operation is minimal
(there is no compression applied to these pictures).

For error probability rates under DHS5 see Figure 5.49.
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Figure 5.49 Probability of Bit Error vs. Different JPEG Quality Values for DFT
Data Hiding Scheme

From the graphs it can be seen that Method I performs much better than
Method II when the images are subjected to JPEG compression, irrespective of the

quality factor.

5.2.2 SPIHT Grayscale Image Tests
Similar experiment was conducted for SPIHT compression using DHS1 (majority

sign threshold constant set to 20). We used:

e 7 black-and-white 256x256 images: Baboon, Lena, Tree, Girl, Splash, Tiffany

and Peppers,
e 10 different signatures,
o 5 different DCT block sizes: 8x8, 16x16, 32x32, 64x64, 128x128,
e 6 various SPIHT bitrates: 0.25, 0.50, 0.75, 1.00, 1.25, 1.50.

For different DCT block sizes the results are shown in Figures 5.50, 5.51.
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Figure 5.52 Probability of Bit Error vs. Different SPIHT Bitrates for DFT Data
Hiding Scheme

Then, the procedure was repeated for Method II data embeded images, for:

e 13 black-and-white 256x256 images: Airplane, Baboon, Lena, Tree, Girl, Girl2,
Girl3, Couple, Splash, Tiffany, House, Sailboat and Peppers,

o 11 different signatures,
e 6 various SPIHT bitrates: 0.25, 0.50, 0.75, 1.00, 1.25, 1.50.

Results are depicted in Figure 5.52.

Method I shows again an advantage over Method 11, however, at 1.25 and 1.50

bitrates both schemes perform equally well.

5.2.3 JPEG Color Image Tests

JPEG compression test was conducted on Method I hidden data inside color (ppm)

pictures using:

e 7 color 256x256 images: Baboon, Lena, Tree, Girl, Splash, Tiffany and Peppers,
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Figure 5.57 Probability of Bit Error vs. Different JPEG Quality Values for 64x64,
128x128 DCT Block Sizes

The test was repeated for Method II images:

e 13 color 256x256 images: Airplane, Baboon, Lena, Tree, Girl, Girl2, Girl3,

Couple, Splash, Tiffany, House, Sailboat and Peppers,
e 11 different signatures,
e 10 various JPEG compression quality factors: 10, 20, 30, 40, ..., 100.

For quality reassurance, see the original and DHS5 modified images in
Figures 5.58, 5.59, 5.60.
The probability of error test outcomes are portrayed in Figure 5.61.

DCT method performs much better than the DFT method.
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Figure 5.61 Probability of Bit Error vs. Different JPEG Quality Values for DFT
Method

5.2.4 SPIHT Color Image Tests

Finally, the test was done for SPIHT compression for color images using DHS1

(majority sign threshold constant set to 25). We used:
o 7 color 256x256 images: Baboon, Lena, Tree, Girl, Splash, Tiffany and Peppers,
o 10 different 64-bit long binary signatures,
o 5 different DCT block sizes: 8x8, 16x16, 32x32, 64x64, 128x128,

e 6 various SPIHT bitrates: 0.25, 0.50, 0.75, 1.00, 1.25, 1.50.

For different DCT block sizes the results are shown in Figures 5.62, 5.63.

Then, the procedure was repeated using DHS5 data embeded images, for:

e 13 color 256x256 images: Airplane, Baboon, Lena, Tree, Girl, Girl2, Girl3,
Couple, Splash, Tiffany, House, Sailboat and Peppers,

o 11 different signatures,

e 6 various SPIHT bitrates: 0.25, 0.50, 0.75, 1.00, 1.25, 1.50.
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Figure 5.64 Probability of Bit Error vs. Different SPTHT Bitrates for DFT Data
Hiding Scheme
Results are portrayed in Figure 5.64.

DHS1 is clearly better than DHS5 when it comes to the probability of error.

5.2.5 MPEG-2 Tests for Method I
Two movie sequences Coastguard and Mother 300 frames each were used for data
hiding using DHS1. FEach frame in either sequence is of 176x144 size. It was
decided to try to hide 25 bits in such frame. Later the experiment was repeated for
steganography of 35 bits in a frame. Using different majority sign threshold (MST)
(dominance threshold) constants the outcomes are compared in Table 5.1. Table 5.2
gives the same information as Table 5.1, however this time the exact number of error
bits is given. This should highlight the robustness of DCT data hiding method to
MPEG-2 compression.

Sample original and watermarked frames can be seen in Figures 5.65, 5.66.
Figure 5.67 shows the results of Tables 5.1 and 5.2 in a graphical format.

Clearly, the more bits per frame we try to hide the higher the probability of

an error. Bigger MST means less errors since DCT coefficients are altered more,



Table 5.1 Probability of Bit Error after MPEG-2 Using DHS1

coastguard mother
MST | No. of bits hidden per frame | No. of bits hidden per frame
25 35 25 35
5 0.0375 0.0482 0.0060 0.0062
10 0.0019 0.0016 0.0011 0.0009
15 0.0008 0.0010 0.0009 0.0007
20 0.0005 0.0007 0.0008 0.0006

65

however, the bigger MST means lower picture quality. Nonetheless, at MST equal

to 20 and bitrates of 25 and 35 bits per frame the picture quality is good and when

combined into a movie the interference associated with hidden data is insignificant.

Table 5.2 Exact Number of Bit Errors after MPEG-2 Using DHS1

coastguard mother
MST No. of bits hidden per frame | No. of bits hidden per frame
25 35 25 35
5 281 506 45 65
10 14 17 8 9
15 6 11 7 7
20 4 7 6 6
Total number of bits
hidden in 300 frames: 7500 10500 7500 10500
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Figure 5.67 Probability of Bit Error vs. MST Constant for: CG - 25 (coastguard
with 25 bits/frame), CG - 35 (coastguard with 35 bits/frame), MOT - 25 (mother
with 25 bits/frame), MOT - 35 (mother with 35 bits/frame)
5.3 Data Survival under Common Signal Processing Operations

In this section we investigate the survival of hidden data after various image editing
operations are performed on the data carrying image. We utilize commonly available
Paint Shop Pro Version 5.01 as an image altering tool, since software like this will
probably be an instrument of a hacker trying to destroy a watermark or hidden data.
All the tests are performed on a color (ppm) 256x256 LENA picture. DCT and DFT

methods are used and the data survival results are tabulated beside each other.

5.3.1 Resizing

Data is hidden in a 256x256 LENA picture which is then resized to the indicated
dimensions. The new image is saved and then resized back into the original 256x256
size which is again saved. Due to these operations the new LENA’s quality is worse

than that of the original image, see Figures 5.68, 5.69. Results are shown in Table 5.3.
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Figure 5.68 Method I: Watermarked (left) and after Resizing (right) to 100x100
and Back to 256x256, LENA Image

Figure 5.69 Method II: Watermarked (left) and after Resizing (right) to 100x100
and Back to 256x256, LENA Image
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Table 5.3 Resizing: Probability of Bit Error

Resize to

[pixels] | Method I | Method II
200x200 0.000 0.000
180x180 0.000 0.000
200x128 0.000 0.500
150x150 0.000 0.643
128x128 0.000 0.857
125x125 0.000 1.000
100x100 0.000 1.000
100x80 0.125 1.000
100x50 0.875 1.000

| 50x50 1.000 1.000

5.3.2 Rotation
LENA with hidden data was subjected to rotation after which data was tried to be

extracted from the picture. Influence of rotation on data is depicted in Table 5.4.

Table 5.4 Rotation: Probability of Bit Error

Rotate rightwards
[degrees] Method I | Method II
0.01 0.000 0.000
0.10 0.000 0.000
0.50 1.000 1.000
1.00 1.000 1.000

5.3.3 Negative Image
The image was negated Figures 5.70, 5.71. Interestingly, for Method I all bits were

wrong, but for Method II they were all correctly detected.

5.3.4 Text Superimposed over an Image
The image was altered by addition of a text on top of it, Figure 5.72,. All data

under both steganographic schemes was correctly detected. More tests showed that
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bit error rates for the two methods. Yet again, the first method displays superiority

of data preservation over the DFT technique.

5.3.8 Soften, Median Cut, Erode and Emboss

LENA images with Scheme [ and II embedded data were softened, softened more,

subjected to a median filter, eroded (Figure 5.79) and embossed (Figure 5.80). Then,

the data was attempted to be extracted. All the results were tabulated in Table 5.6.

Interestingly, Method II is totally immune to embossing, while Method 1 gives all

errors. As expected, data hidden with the first method survives the other operations

much better than the DFT technique’s data.

Table 5.5 Blur and More Blur: Probability of a Bit Error

Type of
Blur Method I | Method II
blur 0.125 0.143
blur more 0.500 1.000
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allocated per channel in which case the DFT scheme performs much better than the

DCT one (Figure 5.85).

5.3.11 Brightness

Method II is much more resistant to brightness manipulation than Method I, see

Figures 5.86, 5.87, 5.88.

5.3.12 Contrast

For contrast changes the DFT scheme is totally robust, no errors, Figures 5.89, 5.90,

5.91.
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CHAPTER 6

CONCLUSION

In today’s world more and more concern is being raised over intellectual property
protection. The companies are investigating means of effective enforcement of
copyrights that would stand in the court of law. Like in other areas, digital picture
and movie owners must somehow guard themselves against stolen and unauthorized
distribution of their works. This thesis studies the performance of two methods
suitable for this task. In addition, a full software implementation of the presented
algorithms is performed as a part of this study. The listings of the programs can
be found in the appendices. The watermarking schemes were tested and their
performance interpreted to provide a good understanding of their capabilities.
Both watermarking techniques preserve the original image quality with minor
exceptions. Their algorithms are complex enough to be virtually unbreakable by
an uninformed party. And most importantly, they offer a good degree of tamper
resistance for someone attempting to modify the image with intent to destroy the
watermark. Here, an assumption is made that during the picture modification, the
hacker does not want to destroy the image’s commercial value. Since, it’s trivial to

destroy the whole image, by which operation the watermark will be erased, too.

6.1 Capacity Estimates
Method I is based on a blockwise DCT coefficient manipulation. Into a 256x256
image only 64 bits of data constituting a watermark can be hidden. This means that
8 characters, 1 byte each, can be hidden in such a picture. Method II embeds data
using DFT magnitudes. 14 data-words can be hidden in a picture of 256x256 size.
Throughout chapter 5 these data-words were called bits. This is only true if we elect

for them to take on values of 0’ or ’1’, which was done for the purpose of comparison
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between two data hiding schemes. However, each data-word can in fact store an
integer of value between 0 and 4095 (2'?). This means that when in chapter 5 we
spoke of an error bit we meant that the whole data~-word is incorrect. Data-words
can be used as bits, bytes, or other measures due to their bases in integers. On the
other hand, data hidden by the first method are true bits, that is, they can only be
zeros or ones. Summarizing, in the first method 64 bits or 8 bytes or 8 characters
(8 bits each) can be stored inside a 256x256 picture. In Method II, 14 bits or 14
bytes or 14 characters (8 bits each) or 14 characters (12 bits each) can be hidden.
Therefore, if we are smart and combine single bits (zeros and ones) into decimal
numbers representing 12 bits at a time, we can in fact hide 168 bits of data in a
single 256x256 image (Table 6.1). This means that the second scheme has 2.6 times
more capacity than the first one. However, it should be remembered that if one
data-word is incorrectly detected, we will loose all 12 bits of information. Hence,
there is a trade off between capacity and amount of error when the detection fails

for one data-word..

Table 6.1 True Capacity of Both Schemes

Unit Method I | Method 11
bit 64 14
byte 8 14
character
(8 bits each) 8 14
character
(12 bits each) 5.3 14

6.2 Watermark Survival
Tt’s been shown that the first scheme survives JPEG and SPIHT much better than
the second one. In fact, for JPEG 40 and up the watermarks survive errorless!

For SPIHT the performance is worse, however, at bitrate 1.0 the probability of an
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error is still below 0.05. For MPEG-2 the data hiding performance is superior.
Method II only at JPEG 90 achieves 100% reliable data detection. Under SPIHT at
bitrates 1.25 and 1.5 both techniques perform equally well. Summarizing, Scheme
1 is outstanding for surviving JPEG and MPEG-2 compression and slightly worse
under SPTHT. Scheme II should not be used with JPEG below quality factor of 80,
however it’s equally effective as Method I for SPTHT at 1.25 and 1.5 bitrates.

Data embedded by Method I showed remarkable immunity to image resizing.
The picture size had to be decreased by 70% for errors to appear. Only addition of
more than 40% of uniform noise would introduce errors in the watermark. Method
1T watermarks are not as resistant to resizing as the first method’s. However, under
Method II embossing and image negation has zero effect on hidden data while Method
I data is completely destroyed. Both schemes are equally resistant to rotations,
which result in errors if they exceed 0.1 degree. Superposition of text over the
images, sharpening, edge enhancement, histogram equalization, histogram stretching
and gamma correction do not introduce any errors in hidden data whether the first
or second data hiding scheme is used. It should be noted that Scheme I is more
resistant to noise addition be it a median filter, softening or Gaussian blur. However,
the second technique is more immune to contrast and brightness changes. At 80%

brightness and 100% contrast the watermark was perfectly reconstructable.

6.3 Conclusion and Future Work
Careful analysis of all the collected results leads to an obvious conclusion that
Method I DCT data hiding scheme would be much more suitable for watermarking,
while Method II DFT scheme for data hiding. DCT technique showed noteworthy
resistance to JPEG and MPEG-2 compressions, as well as its remarkable immunity
to resizing, noise introduction and other common signal processing operations. DFT

scheme is less resistant to JPEG and SPIHT, especially, at low bitrates, however
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its data survives intact many image editing operations and its capacity is 2.6 times
bigger than that of Method I.

In the future, an introduction of an error correcting scheme into the software
should greatly improve data survival rates. In addition, a Web-based software
package for the DCT method and a Windows-based package for the DF'T method can
be developed. Further capacity experiments conducted on these schemes might also
increase their data hiding capacity. Finally, based on the results presented in this
work new data hiding / watermarking schemes can be developed, whose performance

surpasses that displayed by these two methods.



APPENDIX A

DHS1 C/C++ PROGRAM LISTINGS

C/C++ programs for DCT-based watermarking algorithm are presented here.
DHS1.cpp - main program:

// DHS1.cpp : Defines the class behaviors for the application.
/1

#include "stdafx.h”

#include "DHS1.h”

#include "MainFrm.h”

#include "DHS1Doc.h”

#include "DHS1View.h”

#include »GDIgH8.h"

#include "GDlgD8.h"

#include "VDIgH8.h"”

#include "VDIgD8.h"

#include "GDIgH64.h”

#include "GDlgD64.h"

#include "VDIgH64.h”

#include "VDlgD64.h”

#ifdef DEBUG

#define new DEBUG_NEW

#undef THIS_FILE

static char THIS.FILE[] = __FILE_;

#endif
s
// CDHS1App
BEGIN.MESSAGE_MAP(CDHS1App, CWinApp)
/H{{AFX_MSG _MAP(CDHS1App)
ON_COMMAND(ID_APP_ABOUT, OnAppAbout)
ON_.COMMAND(ID_GRAY _8X8, OnGray8x8)
ON_.COMMAND(ID_GRAY 8x8D, OnGRAY8x8D)
ON.COMMAND(ID_VIDEO_8X8, OnVideo8x8)
ON_.COMMAND(ID_VIDEO_8X8D, OnVideo8x8D)
ON_.COMMAND(ID_GRAY _64X64, OnGray64x64)
ON.COMMAND(ID_GRAY _64X64D, OnGray64x64D)
ON_.COMMAND(ID_VIDEO_64X64, OnVideo64x64)
ON_COMMAND(ID_VIDEO_64X64D, OnVideo64x64D)
//}}AFX.MSG MAP

// Standard file based document commands
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ON.COMMAND(ID_FILE.NEW, CWinApp::OnFileNew)
ON_COMMAND(ID_FILE.OPEN, CWinApp::OnFileOpen)

// Standard print setup command

ON_COMMAND(ID_FILE PRINT.SETUP, CWinApp:OnFilePrintSetup)
END_MESSAGE.MAP()
LTI 10000121010 100001100100100111 11
// CDHS1App construction

CDHS1App::CDHS1App()

{

// TODO: add construction code here,

// Place all significant initialization in InitInstance

}

T L1011 1001177001117100000000711171111
// The one and only CDHS1App object

CDHS1App theApp;

NI E LT 2111000001120 1 00001 181000010101017
// CDHS1App initialization

BOOL CDHS1App::InitInstance()

{

AfxEnableControlContainer();

// Standard initialization

// If you are not using these features and wish to reduce the size

// of your final executable, you should remove from the following

// the specific initialization routines you do not need.

#ifdef AFXDLL

Enable3dControls(); // Call this when using MFC in a shared DLL

Ftelse

Enable3dControlsStatic(); // Call this when linking to MFC statically
Ftendif

// Change the registry key under which our settings are stored.

// TODO: You should modify this string to be something appropriate

// such as the name of your company or organization.
SetRegistryKey(_T("Local AppWizard-Generated Applications”));
LoadStdProfileSettings(); // Load standard INI file options (including MRU)
// Register the application’s document templates. Document templates
// serve as the connection between documents, frame windows and views.
CSingleDocTemplate* pDocTemplate;

pDocTemplate = new CSingleDocTemplate(

IDR-MAINFRAME,

RUNTIME.CLASS(CDHS1Doc),

RUNTIME_CLASS(CMainFrame), // main SDI frame window
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RUNTIME-CLASS(CDHS1View));
AddDocTemplate{pDocTemplate);

// Parse command line for standard shell commands, DDE, file open
CCommandLinelnfo cmdInfo;

ParseCommandLine(cmdInfo);

// Dispatch commands specified on the command line

if (!ProcessShellCommand(cmdInfo))

return FALSE;

// The one and only window has been initialized, so show and update it.
m_pMainWnd->ShowWindow(SW_SHOW);
m_pMainWnd->UpdateWindow({);

return TRUE;

}

T 8010211111141
// CAboutDlg dialog used for App About

class CAboutDlg : public CDialog

{

public:

CAboutDIlg();

// Dialog Data

//{{AFX_DATA(CAboutDlg)

enum { IDD = IDD.ABOUTBOX };

//3YAFX_DATA

// ClassWizard generated virtual function overrides
//{{AFX_VIRTUAL(CAboutDlg)

protected:

virtual void DoDataExchange(CDataExchange* pDX); // DDX/DDV support
//PAFX_VIRTUAL

// Implementation

protected:

//{{AFX_MSG(CAboutDlg)

// No message handlers

//}YAFX_MSG

DECLAREMESSAGE MAP()

b

CAboutDlg::CAboutDlg() : CDialog(CAboutDlg::IDD)
{

//{{AFX_DATA_INIT(CAboutDlg)
//}YAFX_DATA_INIT

}

void CAboutDlg::DoDataExchange(CDataExchange* pDX)



{

CDialog::DoDataExchange(pDX);
[/{{AFX_DATA_MAP(CAboutDlg)
//}JAFX_DATA_MAP

}
BEGIN.MESSAGE-MAP(CAboutDlg, CDialog)
[/{{AFX_MSG_MAP(CAboutDlg)
// No message handlers
/{1IAFX_MSG_MAP
END.MESSAGE_MAP()

// App command to run the dialog
void CDHS1App::OnAppAbout()

{

CAboutDlg aboutDig;
aboutDlg.DoModal();

}

THHTTIE LTI L1100 110011017 1011011111101

// CDHS1App message handlers

void CDHS1App::OnGray8x8()

{

// TODO: Add your command handler code here
CGDIgH8 grayH8Dlg;

grayH8Dlg.DoModal();

}
void CDHS1App::OnGRAY8x8D()

{

// TODO: Add your command handler code here
CGDIgD8 grayD8Dlg;

grayD8Dlg.DoModal();

}
void CDHS1App::OnVideo8x8()

{

// TODO: Add your command handler code here
CVDIgHS videoH8Dlg;

videoH8Dlg.DoModal();

}
void CDHS1App::OnVideo8x8D()

{
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// TODO: Add your command handler code here
CVDIigD8 videoD8Dlg;
videoD8Dlg.DoModal();

}
void CDHS1App:OnGray64x64()

{

// TODO: Add your command handler code here
CGDIlgH64 grayH64Dlg;

grayH64Dlg.DoModal();

}

void CDHS1App::OnGray64x64D()

{

// TODO: Add your command handler code here
CGDlgD64 grayD64Dlg;

grayD64Dlg.DoModal();

}

void CDHS1App::OnVideo64x64()

{

// TODO: Add your command handler code here
CVDIgH64 videoH64Dlg;
videoH64Dlg.DoModal();

}

void CDHS1App::OnVideo64x64D()

{

// TODO: Add your command handler code here
CVDIgD64 videoD64Dlg;
videoD64Dlg.DoMoadal();

}

GDIgHS8.cpp - data hiding in images subroutine: // GDIgH8.cpp : implementation file
/1

F#finclude ”stdafx.h”

#include "DHS1.h”

#include "GDlgH8.h"

#define ISIZE 1000 // max image size: m-horiz x ISIZE

#define TSIZE 32 // max transform size: TSIZExTSIZE

#define RSIZE (TSIZE*TSIZE) // max row vector from a block size: 1xRSIZE
#define SWAP(a,b) tempr={a);(a)=(b);(b)=tempr

#ifdef DEBUG

ftdefine new DEBUG.NEW



#undef THIS_FILE

static char THIS_FILE[] = ..FILE.;

#endif

TN L 4110000100110 ]
// CGDIgH8 dialog

CGDlgH8::CGDIgH8(CWnd* pParent /*=NULL*/)

: CDialog(CGDIgH8::IDD, pParent)

{
//{{AFX_DATA_INIT(CGDIgH8)
mdin = T("");

m.fin = ..T(””);

mfout = _T("");
m-horiz = 0;

m.amsg = T("”);

m-vert = 0;

N =0;

c-.mode = 0;

//}YAFX DATAINIT

}

void CGDIgH8::DoDataExchange(CDataExchange* pDX)
{

CDialog::DoDataExchange{pDX};
JH{{AFX_DATA_MAP(CGDIgH8)

DDX _Control(pDX, IDC_PROGRESS, m_progress);
DDX_Text(pDX, IDC_DIN, m.din);
DDX.Text(pDX, IDC_FIN, m_fin);

DDV _MaxChars(pDX, mfin, 20);
DDX_Text(pDX, IDC.FOUT, m-fout});

DDV MaxChars(pDX, m_fout, 20);
DDX_Text(pDX, IDC_HORIZ, m_horiz);

DDX _Text(pDX, IDC_MSG, m.msg);
DDX_Text(pDX, IDC_.VERT, m_vert);

DDV _MinMaxInt(pDX, m.vert, 0, 1000);
//}}AFX _DATA_MAP

}

BEGIN_MESSAGE_MAP(CGDIgH8, CDialog)
/H{{AFX_MSG.MAP(CGDIgHB)
ON_BN_CLICKED(IDGO, OnGo)
ON.BN_CLICKED(IDC.CLEAR, OnClear}
ON.BN_CLICKED(IDC.RADIOI1, OnRadiol)
ON.BN_CLICKED(IDC.RADIO2, OnRadio2)



ON_BN_CLICKED(IDC.RADIO3, OnRadio3)
ON_BN_CLICKED(IDC.RADIO4, OnRadiod)
ON_.BN.CLICKED(IDC_RADIOS, OnRadios)
//}JAFX MSG_MAP
END_MESSAGE.MAP()

W01 811110 11001111400E101011

// CGDIgH8 message handlers
void CGDIgH8::OnCancel()

{
/{ TODO: Add extra cleanup here

CDialog::OnCancel();

}

void CGDIgH8::OnClear()

{

// TODO: Add your control notification handler code here
SetDlgltemText(IDC_MSG,"");
SetDlgltemText(IDC_FIN,”");
SetDlgltemText(IDC_FOUT,");
SetDlgltemText(IDC_DIN,"");
SetDlgltemInt(IDC_HORIZ,0);
SetDlgltemInt(IDC_VERT,0);

m.progress.SetPos(0); // PROG

}

void CGDIgH8::OnRadiol()

{

// TODO: Add your control notification handler code here
N =8;

SetDlgltemText(IDC_MSG,””);

}

void CGDIgH8::OnRadio2()

{

// TODO: Add your control notification handler code here
N = 16;

SetDlgltemText(IDC.MSG,””);

}
void CGDIlgH8::OnRadio3()

{

// TODO: Add your control notification handler code here
N =32

SetDlgltemText(IDC-MSG,"");
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}
void CGDIgH8::OnRadiod()

{

// TODO: Add your control notification handler code here
cmode = 1;

SetDlgltemText(IDC_-MSG,””);

}

void CGDIgH8::OnRadio5()

{

// TODO: Add your control notification handler code here
c-mode = 2;

SetDlgltemText(IDC_.MSG,”");

}
void CGDIgH8::0nGo()

{

/* Declaration of variables */

int 1, k;

int k1, k2, cnt, cntl;

int 11, kk, row, col;

int len_band, din_len;

int chowac, hcoef, thr, i_lastcoef, fac;
float lastcoef, vthrC, sl;

unsigned char num;

float red, gre, blu;

unsigned int sd;

float rblock[RSIZE];

char line1{102}, bitt, bitts(65];

char *token;

const float pi = float(3.1416);

double norm.vthr, sla;

int fitlen;

/¥ Function Prototypes */

int ch.blank(const char* );

void det(float [J[TSIZE), int);

void tnsps(float [|[TSIZE], float {J[TSIZE], int);
void vec.mult(float [|[TSIZE], float [J[TSIZE), float [J[TSIZE], int);
void zigzag(float [], float [|[TSIZE], int);
void sortArray(int {], int, int [});

void fourl{double {], unsigned long, int);
void imbed(double [], char, int, int);

void dataproc(const char [], int, char [});
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void izigzag(float [J[TSIZE), float [], int);

int round(float);

int bound(int, int, int);

int chk_pow2(int);

void FreeMem();

m_progress.SetPos(0); // PROG

heoef = 128; /* number of significant coefficients used for hiding

1 bit of data */

sd = 12345; /* seed for scattering and scrambling */

thr = 30; /* dominance threshold used for imbedding the signature */
vthrC = 0.5; /* coefficient of vthr used to indicate max visual distortion */
/* Input and validation of variables from the dialog box */
GetDlgltemText(IDC_FIN,m_fin);

if (ch_blank{mfin)==1) {

SetDlgitemText(IDC_MSG,"Error - Enter input file name”);

return;

}

GetDlgltemText(IDC_FOUT,m fout);
if (ch-blank(m_fout)==1) {
SetDlgltemText(IDC_-MSG,”Error ~ Enter output file name”);

return;

}

GetDlgltemText (IDC_DIN,m_din);
if (*m.din==0) {
SetDigltemText(IDC_MSG,”Error - Enter data for hiding”};

return;

}

m.horiz=GetDlgltemInt(IDC_HORIZ);

if (m-horiz==0) {
SetDlgitemText(IDC_MSG,” Error - Enter width”);
return;

}

m.vert=GetDlgltemInt(IDC_VERTY);

if (mvert==0) {
SetDigltemText(YDC_.MSG,”Error - Enter height”);
return;

}
if (c-mode==0) {
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SetDigltemText(IDC_MSG,”Error — Choose color mode™);

return;

}

if (N==0) {

SetDlgltemText{IDC_MSG,”Error ~ Choose block size™);

return;

}

chowac = int(floor{m_vert*m_horiz/hcoef/8/8)); /* number of letters to be hidden */
chowac = chowac * 8; /* number of bits to be hidden */

m_progress.SetPos(10); // PROG

/* Dynamic memory allocation on the heap */

/* yell, cb, er */

/¥ imig, trans, transT, block, blockT, res, band, scoef */

/* oseq, order, scoefo, scoef2, ang, scoefoA, SCR, scoefos */
/* scoefosA, scoefo2, coefseg, scoefos2, vthr */

float (*yell)[ISIZE] = new float[m_ horiz|[ISIZE];

if (yell == NULL) {

SetDlgltemText{IDC_MSG,”Error - Not enough memory”);
return;

}

float (*cb)[ISIZE] = new float{m_horiz}{ISIZE];

if (cb == NULL) {

SetDlgltemText(IDC.MSG,”Error - Not enough memory”);
return;

}

float (*cr)[ISIZE] = new float[m_ horiz}[ISIZE];

if (cr == NULL) {

SetDlgltemText(IDC_MSG,” Error - Not enough memory”};
return;

}

unsigned char (*imig){ISIZE] = new unsigned char(m_.horiz][ISIZE];
if (imig == NULL) {

SetDlgltemText(IDC-MSG," Error - Not enough memory");
return;

}

float (*trans)[TSIZE] = new float[TSIZE|[TSIZE];

if (trans == NULL) {

SetDlgltemText(IDC_MSG,”Error - Not enough memory”);

return;

}

96



float (*transT)[TSIZE} = new float[TSIZE|[TSIZE];

if (transT == NULL) {

SetDlgltemText(IDC_MSG,”Error ~ Not enough mermory”);
return;

}

float (*block)[TSIZE] = new float{TSIZE][TSIZE];

if (block == NULL) {

SetDlgltemText(IDC_MSG,”Error - Not enough memory”);
return;

}

float (*blockT)[TSIZE] = new float[TSIZE|[TSIZE];

if (blockT == NULL) {

SetDlgltemText(IDC_MSG,” Error ~ Not enough memory”};
return;

}

float (*res)[TSIZE] = new float[TSIZE][TSIZE];

if (res == NULL) {

SetDlgltemText(IDC_MSG,”Error - Not enough memory”);
return;

}

len-band = int(Aoor(m_vert/float(N))*floor(m_horiz/float(N)));
float (*band)[RSIZE] = new float{len_-band][RSIZE];

if (band == NULL) {

SetDlgltemText(IDC_MSG,”Error - Not enough memory”);
return;

}

lastcoef = (float(hcoef)*chowac/len_band); /* last significant coefficient
in a block */

if (floor(lastcoef)!=lastcoef) {
lastcoef=float(floor(lastcoef}) + 1;

}

i-lastcoef = int(lastcoef);

float (*scoef) = new float[len_band*i_lastcoef];

if (scoef == NULL) {

SetDlgltemText(IDC_MSG,” Error — Not enough memory”);
return;

}

fft_len = len_band*i.lastcoef;

while (chk-pow2(fft_len)!=0) {

fit len+-;



}

int (*oseq) = new int{len_band*ilastcoef];

if (oseq == NULL) {

SetDlgltemText(IDC_MSG,”Error - Not enough memory”);
return;

}

int (*order) = new int[len_band*i_lastcoef];

if (order == NULL) {

SetDlgltemText(IDC.MSG,"Error - Not enough memory”);
return;

}

float (*scoefo) = new float[len-band*i_lastcoef];

if (scoefo == NULL) {

SetDlgltemText(IDC_MSG,”Error - Not enough memory”);
return;

}

float (*scoef2) = new float(len-band*i lastcoef];

if (scoef2 == NULL) {

SetDlgltemText (IDC_MSG," Error — Not enough memory”);
return;

}

double (*ang) = new double[fft_len);

if (ang == NULL) {

SetDlgltemText(IDC_MSG,”Error ~ Not enough memory”);
return;

}

double (*scoefoA) = new double(2*fft.len};

if (scoefoA == NULL} {

SetDlgltemText(IDC.MSG,"Error ~ Not enough memory”);
return;

}

double (*SCR.) = new double[2*fft_len];

if (3CR == NULL) {

SetDlgltemText(IDC_MSG,” Error ~ Not enough memory”);
return;

}

double (*scoefos) = new double[2*fft_len];

if (scoefos == NULL) {

SetDlgltemText(IDC_MSG,” Error - Not enough memory”);

return;



}

double (*scoefosA) = new doubleflen_band*i_lastcoef];

if (scoefosA == NULL) {
SetDlgltemText(IDC_MSG,” Error ~ Not enough memory”);
return;

}

double (*scoefo2) = new double[2*fft.len};

if (scoefo?2 == NULL) {
SetDlgltemText(IDC_MSG," Error - Not enough memory”);
return;

}

double {*coefseg) = new double[hcoef];

if (coefseg == NULL) {

SetDlgltemText(IDC_MSG,” Error - Not enough memory”);
return;

}

double (*scoefos2) = new double[2*fft len];

if (scoefos2 == NULL) {

SetDlgltemText(IDC_MSG,” Error - Not enough memory”);
return;

}

double (*vthr) = new double[len_band*ilastcoef];

if (vthr == NULL) {

SetDlgltemText(IDC_MSG,”Error ~ Not enough memory”);
return;

}

/* End of dynamic memory allocation on the heap */
m_progress.SetPos(20); // PROG

/* Reading original image file */

FILE *f1Ptr; /* f1Ptr = input file pointer */

if (fiPtr = fopen(mfin, "rb”)) == NULL) {

SetDlgltemText{(IDC_MSG,”Error - Input file could not be found”);

delete [] imig;
delete [] yell;
delete [} cb;
delete [] cr;
delete [] trans;
delete [] transT;
delete {] block;
delete [] blockT;
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delete [] res;
delete [| band;
delete [] scoef;
delete [| oseq;
delete [] order;
delete [} scoefo;
delete [] scoef2;
delete [} ang;
delete [] scoefoA;
delete [] SCR;
delete [] scoefos;
delete [] scoefosA;
delete [] scoefo2;
delete [] coefseg;
delete [] scoefos2;
delete [] vthr;
return;

}

else {

if (c.mode==2) {

/* get line with P6 */
fgets(linel, 101, f1Ptr);

if (linel[1)!=6") {

SetDlgltemText(IDC_MSG,”Error - Input file of wrong format”);

felose(f1Ptr);
delete [] imig;
delete [] yell;
delete [] cb;
delete [} cr;
delete [} trans;
delete [] transT;
delete [] block;
delete [] blockT;
delete {] res;
delete ] band;
delete [] scoef;
delete [] oseq;
delete [| order;
delete [] scoefo;
delete [] scoef2;

delete [] ang;
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delete [] scoefol;
delete [] SCR;
delete [] scoefos;
delete [] scoefosA;
delete [} scoefo2;
delete {] coefseg;
delete [] scoefos2;
delete [] vthr;
return;

}

/¥ get next line */

fgets(linel, 101, f1Ptr);

/* get remaining lines starting with # and one line after them */
while (linel{0] == *#") {

fgets(linel, 101, f1Ptr);

}

/¥ getting rid of width, height and no. of colors */
token = strtok (linel,” ”);

token = strtok (NULL,” »);

token = strtok (NULL,” *);

/¥ supporting 2 styles of P6 files */

if (token == 0) {

fgets(linel, 101, f1Ptr);

}

/¥ getting data */

for (1 = 0; 1 <=m.vert-1; 1++) {

for (k = 0; k <=m.horiz-1; k++) {

num = fgete(f1Ptr);

red = float(num);

num = fgetc(f1Ptr);

gre = float(num);

num = fgetc(f1Ptr);

blu = float{num);

/* Convert to other color domain */

yell[k]{l] = float(0.3*red+0.6*gre+0.1*blu);

crfk][l] = float(0.45*blu-0.15*red-0.3*gre-+0.5);
cb[k][l] = foat(0.4375*red-0.375*gre-0.0625*blu+-0.5);
}

}

}
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else {

/* get line with P5 */
fgets(linel, 101, f1Ptr);
if (linelf1]!="5") {
SetDlgltemText(IDC.MSG,” Error - Input file of wrong format”);
fclose(f1Ptr);
delete [} imig;
delete [] yell;
delete [} cb;

delete ] cr;

delete [] trans;
delete [] transT;
delete [] block;
delete {] bloekT;
delete [] res;

delete {] band;
delete [] scoef;
delete {] oseq;
delete [] order;
delete [] scoefo;
delete [] scoef2;
delete [] ang;
delete [] scoefod;
delete [] SCR;
delete [} scoefos;
delete [} scoefosA;
delete [} scoefo2;
delete [} coefseg;
delete [] scoefos?2;
delete [] vthr;
return;

}

/* get next line */

fgets(linel, 101, f1Ptr);

/¥ get remaining lines starting with # and one line after them */
while (linel[0] == "¢} {

fgets(linel, 101, f1Ptr);

}

/* getting rid of width, height and no. of colors */

token = striok (linel,” ”);



token = strtok (NULL,” *);

token = striok (NULL,” ”);

/* supporting 2 styles of P5 files */
if (token == 0} {

fgets(linel, 101, f1Ptr);

}

/* getting data */

for (1 = 0; 1 <=m.vert-1; 14++) {
for {(k = 0; k <=m_horiz-1; k-++) {
num = fgetc(f1Ptr);

imigl[k][l} = num;

}

}

}

felose(f1Ptr);

det(trans,N); /* creation of DCT matrix */

tnsps(transT, trans, N); /* transpose of DCT matrix */

/¥ Creating bands */

cnt = 03

for (11 = 0; l<=int(floor(m_vert/float(N))-1); l++) {
for (kk = 0; kk<=int(floor(m_horiz/float{N))-1); kk++) {

col = 0;

for (1 = (I*N); I<=(N*(L1+1))-1; 1++) {
row = (;

for (k = (KK*N}; k<=(N*(kk+1))-1; k++) {
if (c.mode==2) {

block{row][col] = yell[k][l];

}

else {

block[row][col] = float(imiglki[l]};

}

row--+;

}

col4+;

}

vec.mult(res, trans, block, N); /* trans*black */
vec_mult{block, res, transT, N); /* vector multiplication */
tnsps(blockT, block, N); /* transpose of block */
zigzag(rblock, blockT, N); /* zigzag single block */

for (k1 = 0; kI<=N*N-1; k1++) {
band|cnt][k1]=rblock[k1];
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cnt++;

/* Preparation of signature for processing */
dinJden = m.din.GetLength();
dataproc(m._din, din_len, bitts);

/* Extracting significant coefficients from the subbands */
cntl = 05

for (k = 0; k<=len_band-1; k++) {

for (I = 1; I<=ilastcoef; 14++) {

scoeffentl] = band[k]l;

entlf;

}

}

/* Random scattering of significant coefficients ¥t kamkiotkarsk ik kk kakk /

/* Random sequence generation */

srand(sd);

for (k = 0; k<=len._band*i_lastcoef-1; k-++) {
oseq[k] = rand();

order(k] = k; /* initializing order array */

}

m_progress.SetPos(30); // PRCG

/* Sarting of random sequence in ascending order */

sortArray(oseq, len_band*i_lastcoef, order);

/* Scattering of significant coefficients */
for (k = 0; k<=len-band*ilastcoef-1; k++) {
scoefolk] = scoefforder[k}];

}
/* Preparing them for FFT */
I=0;

for (k = 0; k<=2%len_band*ilastcoef-1; k=k+2) {

scoefoA[k] = scoefoll];

scoefoA[k+1] = 0;

4+

}

/* making scoefoA an array of length that is a power of 2 ¥/
k = 2*len_band*i lastcoef;

while (k<2*fft.len) {
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scoefoA[k] = 0;

scoefoA [k+1] = 0;

kt+=2;

}

/* FFT(scoefoA) */

fourl{scoefoA-1,fft_len,1};

m.progress.SetPos{40); // PROG

/* All-pass scrambling LY

J* Generation of random angles */

srand(sd);

k1l =2;

for (k = 0; k<=fft len-1; k-++) {

if ((k==0) —— (k==fft_len/2)) {

ang[k] = 0;

}

else {

if (k<fft.len/2) {

ang[k] = (rand({) % 1001)/1000*2*pi;

}

else {

angfk] = anglk-k1];

k1=k1+42;

}

}

}

/* SCR=cos(ang)+i*sin(ang) */
=0

for (k = 0; k<=2*fftlen-1; k=k+2) {

SCRK] = cos{ang[l]); // real part

SCR[k+1] = sin{ang(l]); // imaginary part

4+

}

/* fit(scoefo). *conj(SCR) */

for (k = 0; k<=2*fft Jen-1; k=k+2} {

scoefos k. =scoefo A[k|*SCR[k]-scoefoA [k-+1]*{-1)*3CR[k+1];

scoefos[k+1]=scoefoA [k+1]*SCR [k|+scoefoA [k]*(-1)*SCR[k+1];

}

J* ifft(ft(scoefo). *conj(SCR)) */

fourl(scoefos-1,fft len,-1);

for (k = 0; k<=2t len-1; kt+) {

scoefos[k]|=scoefos[k]/ft len;
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}
/* scoefosA = real(scoefos) */
1=0;

for (k = 0; k<=len_band*{ lastcaef-1; k++) {
scoefosAfk] = scoefos|l]; // scoefos real parts only
1=142;

}

/*******************************************************/

m.progress.SetPos(50); // PROG

/* Adding a Signa,ture **************************************************/
for (k = 0; k<=chowac-1; k++) {

bitt = bitts[k];

1L =0

for (kk = k*hcoef; kk<=(k+1)*hcoef-1; kk++) {
coefseg(ll] = scoefos Alkk];

I+

}

imbed(coefseg, bitt, thr, hcaef);

=0

for (kk = k*hcoef; kk<=(k+1)*hcoef-1; kk++) {
scoefosA[kk] = coefseg(ll];

4

}

}

/* All_pass unSCrambliﬂg ***********************************************/
/* Preparing scoefos2 for FFT */

I=0

for (k = 0; k<=2*len_band*i lastcoef-1; k=k+2) {
scoefos2[k] = scoefosA[l];

scoefos2[k+1} = 0;

H4

}

/* making scoefos2 an array of length that is a power of 2 */
k = 2*len_band*i_lastcoef;

while (k<2*fft len) {

scoefos2(k] = O

scoefos2[k+1) = 0;

k+=2;

}



/* FFT(scoefos2) */

fourl(scoefos2-1,fFt len,1);

m.progress.SetPos(60); // PROG

/* i (scoefos2). *canj(SCR) */

for (k = 0; k<=2*fft_len-1; k=k+2) {
scoefo2[k]=scoefos2[k|*SCR[k]-scoefos2[k+1]*SCR[k1];
scoefo2(k+1]=scoefos2[k+1]*SCR[k]|+scoefos2[k]|*SCR[k-+1];
}

/* ifft(fft(scoefos2). *conj(SCR)) */

fourl(scoefo2-1,ft len,-1);

for (k = 0; k<=2%fft len-1; k-++) {
scoefo2(k]=scoefo2[k]/fftlen;

}

/* Uncattering of significant coefficients */

1=0;

for (k = 0; k<=len_band*iJastcoef-1; k++) {
scoef2[order(k]] = float(scoefo2[l]}; // scoefo2 real parts only
1=1+42;

}

m.progress.SetPos(70); // PROG

/* Inserting coefficients back into the subband array *#kskdikkkrknkik

cntl = 0

for (k = 0; k<=len_band-1; k++) {
for (1 = 1; 1<=ilastcoef; I++) {
band[k][l] = scoef2{cnt1];

cntl-+;

}

}

/************************** 3K 3 ok sk ok ok ook sk e ok sk ook ok sk kokok sk sk Kok ***#************/

/* Retrieve the picture with signature into viewable form **¥¥ikxtsses

il =05

Kk = 0;

for (k2=0;k2<=len_band-1;k2++) {

for (k1 = 0; k1<=N*N-1; kl++) {

rblock(k1] = band[k2](k1];

}

izigzag(blockT, rblock, N);

tnsps(block, blockT, N); /* transpose of block */

vec_mult(res, transT, block, N}; /* transT*block */
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vec_mult(block, res, trans, N); /* vector multiplication */

1= 1I*N;

for (col=0; col<=N-1; col++) {

k = kk*N;

for (row=0; row<=N-1; row-{+) {

if (c.mode==2) {

yell[k]{l] = block[row][col];

}

alse {

imig[k][l] = bound{round(block[row][col]), 0, 255);
}

k4

}

L+

}

kk+-+;

if (kk==int(foor(m_horiz/float(N)))) {
Kk = 0;

U+

}

}
m_progress.SetPos(80); // PROG

/* Writing image to the output file */
FILE *f1Ptr; /* fiPir = input file pointer */

if ((fLPtr = fopen(mfout, "wh”)) == NULL) {
SetDigltemText(IDC_MSG,”Error - Cutput file could not be opened”);
delete [} imig;

delete {] yell;

delete [] cb;

delete [] cr;

delete [} trans;

delete [] transT;

delete (] block;

delete [} blockT;

celete ] res;

delete [] band;

delete [) scoef;

delete [} oseq;



delete [] order;
delete [} scoefo;
delete [] scoef2;
delete {] ang;
delete [] scoefoA;
delete {] SCR;
delet’e [] scoefos;
delete [] scoefosA;
delete [] scoefo2;
delete [] coefseg;
delete [] scoefos2;
delete ] vthr;
return;

}

else {

if (c.mode==2) {

fprintf(f1Ptr, *%s”, "P6\n");

fprintf(f1Ptr, "%s”, "# Created using: DHS Version: 1.1\n"};
# Copyright: Arkadiusz Komenda\n");

fprintf(f1Ptr, * %d%s%d%s”, m-horiz, * ”, m.vert, ¥ 255\n");
for (1 = 0; 1 <=m.vert-1; 14++) {

fprintf(f1Ptr, "%s”, »

for (k = 0; k <=m.horiz-1; k-++) {

/* red */

num=bound(round(float(yell[k][l]+1.6*cb[k][1]-0.8)), 0, 255);

fpute(num f1Ptr);

/* green */

num=bound(round(float(yell[k][l]-(float(1)/3)*cr[k](l]+(foat(1)/6)-0.8*cb[k][]]4-0.4)), 0, 255);

fpute(num,f1Ptr);
/* blue */

num=bound(round(float (yell{k] [{|+2*cr{k|[}-1.0)), 0, 255};

fpute(num,f1Ptr);
}
}

}
else {

fprintf(F1Ptr, *%s”, "P5\n");

fprintf(fLPir, * %s”, "# Created using: DHS Version: 1.1\n"});
fprintf(f1Ptr, " %s”, *# Copyright: Arkadiusz Komenda\n");
fprintf(f1Ptr, * %d%s%d%s”, m. horiz, ¥ ", m_vert, ” 255\n");
for (1 = 0; 1 <=m.vert-1; 14++) {

for (k = 0; k <=m-horiz-1; k++) {
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num = imig[k]{l];
fpute(num,f1Ptr);
}

}

}

fclose(f1Ptr);

}

m_progress.SetPos(90); // PROG

/* Dynamic memory deallocation on the heap */

/* imig, trans, transT, block, blockT, res, band */

delete [] imig;
delete [] yell;
delete [] cb;
delete [] cr;
delete [} trans;
delete [] transT;
delete [] block;
delete [] blockT;
delete [] res;
delete {] band;
delete [] scoef;
delete [] oseq;
delete [] order;
‘delete [] scoefo;
delete {] scoef2;
delete [] ang;
delete [] scoefoA;
delete [} SCR;
delete [] scoefos;
delete [] scoefosA;
delete [] scoefo2;
delete [] coefseg;
delete [] scoefos2;
delete [) vihr; -

m_progress.SetPos(100); // PROG
SetDlgltemText(IDC.MSG,”");

}
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/* Function Definitions */

int ch_blank(const char* data)

/* Check if a string consists of spaces only */
{

if (strlen(data)==strspn(data,” "))

return 1;

else

return 0;

}

void dct{float arr[J[TSIZE], int ntemp)

/* Generate ntempXntemp DCT matrix */
{

const float pi = float(3.1416);

int 1, k;

float alpha, n;

n = float{ntemp);

for (1 = 0; I<=ntemp-1; IH++) {

for (k = 0; k<=ntemp-1; k-++) {

if (k==0) {

alpha = float{1/sqrt(2));
}

else {

alpha = 1;

}

arr[k][l] = float(sqrt(2/n)*alpha*cos(((2*1+1)*k*pi)/(2*n)));
}

}

return;

}

void tnsps(float arrT{|[TSIZE], float arr{}[TSIZE}, int size)

/* Transpose of a square matrix */

{

int 1, k;

for (1 = 0; 1<=size-1; I4++) {
for (k = 0; k<=size-1; k++) {
acr T[] = arelK]

}

}

return;

}
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void vec.mult(float prod[}[TSIZE], float arrl{){TSIZE], float arr2[][TSIZE), int size)
/* Vector product of two same size square matrices */
{

int 11, k1, k2:

float sum;

for (11 = 0; l1<=size-1; 11+4++) {

for (k2 = 0; k2<=size-1; k2++) {

sum = 0;

for (k1 = 0; kl<=size-1; kl4++) {

sumn = sum + (arrl{i1][k1] * arr2[ki][k2)};
}

prod[11][k2] = sum;

}

}

return;

}

void zigzag(float vect[], float arr[][TSIZE], int size)
/* zigzag read the block of data */

{

int k, I, cat;

cnt=0;

for (k = 0; k<=size-1; k++) {

for (1 = 0; I<=k; 14++) {

vect[ent] = arr[k-1)[1};

ent—+-+;

}

}

for (k = 1; k<=size-1; k++) {

for (1 = size-1; I>=k; I-) {

vect[ent] = arrfl][k+ (size-1)-1];

ent+4-+;

}

}

return;

}

void DecToBin(int dec, char birar{])

/* converts a decimal number to 8-bit binary */

{
int k5
k=8

while (dec!=0) {



k=

if ((dec % 2)==0) {
binark]="0";

}

else {

binarfk}="1’;

}

dec = dec/2;

}

if (k>0) {

for {l=k-1; I>=0; I-) {
binar[l] = *0%

}

}

return;

}

void sortArray(int origf], int size, int ind{])
/* sort array in ascending order and memorize old positions of elements
prior to sorting */

{

int k, 1;

int temp, itemp;

for (k = size-2; k>=0; k-) {
for (1 = 0; 1<=l; I4++) {
if (orig(t]>orig{l+1]) {
temp = orig[l];

orig(l] = orig(l+1};
orig{l+1) = temp;

itemp = ind[l];

ind[l] = ind{l+1];
ind{l4+1] = itemp;

}

}

}

return;

}

veid fourl{double data[], unsigned long nn, int isign)

/* FFT and IFFT routine */
{

unsigned long n,mmax,m,j,istep,i;
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double wtemp,wr,wpr,wpi,wi,theta;
double tempr,tempi;

n=nn << 1;

=1

for (i=1ji<n;i+=2) {

it (5> ) {

SWAP (datalj],data[i]);
SWAP(datalj+1],datali+1]);
}

m=n >> 1;

while (m >= 2 && j > m) {
j=m;

m>>=1

}

j4=m;

}

mmax=2;

while (n > mmax) {

istep=mmax << 1;

theta=isign*(6.28318530717959 /mmax);

wtemp=sin(0.5*theta);

wpr = -2.0*wtemp*wtemp;
wpi=sin(theta);

wr=1.0;

wi=0.0;

for (m=1;m<mmax;m+=2) {
for (i=m;i<=n;i+=istep) {
j=i4+mmax;
tempr=wr*data[j]-wi*data[j+1];
tempi=wr*datalj+1]+wi*data[j];
data[j]=datal[i]-tempr;
data[j+1]=data[i+1]-tempi;
datali] += tempr;

data[i+1] += tempi;

}
wr=(wtemp=wr)*wpr-wi*wpi+wr;
wi=wi*wpr4+wtemp*wpi-+wi;

}

mmax=istep;

}

}
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#undef SWAP

void imbed(double seg[], char bitt, int dom, int len_seg)
/* Embedding data */

{

int k, chk, dthr;

const int thr = 48; /* standard threshold */

double (*segs) = new double[len_seg};

for(k=0; k<=len_seg-1; k++) {
segs[k] = seglk];
}

if (bitt=="1") {

for (k=0; k<=len_seg-1; k++) {
if ({seglk] <0)&&(seglk]>((-1)*thr))) {
segs[k] = thr*g/4;

}

else {

if ((seglk]>0)& & (seg[k]<thr/2)) {
segs(k] = seg[k] + thr/9;

}

}

}

}

else {

for (k=0; k<=len_seg-1; k-++) {
if ((seg[k]>0)&&(seg[k]<thr)) {
segs[k] = (-1)*thr*9/4;

}

else {

if ((seg[k]<0)&&(seg[k]>(-1)*thr/2)) {
segs(k] = seg[k] - thr/9;

}

}

}

}

/¥ Checking signs */

chk = 0;

for(k=0; k<=len.seg-1; k+-+) {
if (segs[k]<0) {

chk = chk - 1;



}

else {

if (segs(k]>0) {
chk = chk + 1;
}

}

}
dthr = thr;

while (((bitt=="1")&&(chk<=dom+8)) —— ((bitt=="0")&&(chk>=-dom-+8))) {

for(k=0; k<=len.seg-1; k++) {
segs[k] = seg[k];

}

dthr 4= 1;

if (bitt=="1") {

for (k=0; k<=len_seg-1; k++) {

if ({segk]<0)&&(seglk]>((-1)*dthr))) {
segs[k] = dthr*9/4;

}

else {

if ((seg[k]>0)8&& (seglk]<dthr/2)) {
segs(k] = seg[k] + dthr/9;

}

}

}

}

else {

for (k=0; k<=len-seg-1; k+-+) {
if ((seg[k]>0)& & (seg[k]<dthr)) {
segs(k] = (-1)*dthr*9/4;

}

else {

if ((seg[k]<0)&&(seg[k]>(-1)*dthr/2)) {
segs(k] = segk] - dthr/9;

}

}

}

}

/* Checking signs */

chk = 0

for(k=0; k<=len-seg-1; k++) {
if (segs[k]<0) {
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chk = chk - 1;

}

else {

if (segs[k]>0) {

chk = chk + 1;

}

}

}

}

for(k=0; k<=len_seg-1; k++) {
seg[k] = segs[k];

}

delete [] segs;

return;

}

void dataproc(const char dat[], int dat_len, char bitts]])
/* data pre-processing */

{

int k, dec_num;

char binary[8];

void DecToBin(int, char {});
bittsf0]="\0";

for (k = 0; k <= datlen-1; k++) {
dec.num = __toascii{dat[k]);
DecToBin{dec_num,binary);

if (k==0) {

strncat(bitts, binary, 8);

}

else {

strncat(bitts,binary, 8);

}

}

return;

}

void izigrag(float arr[}[TSIZE), float vect[], int size)
/* zigzag write the block of data */
{

int k, 1, cnt;

cnt=0;

for (k = 0; k<=size-1; k++) {
for (1 = 0; I<=k; 14++) {



arr[k-1)[1} = vect[ent];

et

}

}

for (k = 1; k<=size-1; k-++) {
for (1 = size-1; 1>=k; 1-) {
arr[l][k+(size-1)-1] = vect[cnt];
cnt++;

}

}

return;

}

int round(float num)

/* rounding float numbers to integers */

{

int whole, out;

float test;

whole = int(floor{num));
test = float(whole) + float(0.5);
if (num >= test) {

out = whole + 1;

}

else {

out = whole;

}

return out;

}

int bound(int a, int lowerbound, int upperbound}

/* bound the integer */

{

int b;

b=__min{a,upperbound);
b=_max(a,lowerbound);
return b;

}

int chk-pow2(int num)

J* check whether an integer is a power of 2 or not */

/* Return values: */

/* flag = 0 : integer is a power of 2 */

/* flag = 1 : integer is NOT a power of 2 ¥/
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{
int flag = 0;

while ((num>1)&&(flag==0)) {

if ((mum % 2)==0) {
flag = 0;

}

else {

flag = 1;

}

num = num/2;

}

return flag;

}

/* End of Function Definitions */

GDIgD8.cpp - data retrieval from images subroutine: // GDIgD8.cpp : implementation file

/l
#include "stdafx.h”

#include "DHS1.h"
#include " GDlgD8.h"

#define ISIZE 1000 // max image size: m.horiz x ISIZE

#define TSIZE 32 // max transform size: TSIZExTSIZE

#define RSIZE (TSIZE*TSIZE) // max row vector from a block size: 1xRSIZE
#define SWAP(a,b) tempr=(a);(a)=(b);(b)=tempr

#ifdef DEBUG

#define new DEBUG.NEW

#undef THIS_FILE

static char THIS_FILE{] = _FILE_

#endif

i,

// CGDIgD8 dialog

CGDlgD8::CGDIgD8(CWnd* pParent /¥*=NULL*/)
: CDialog(CGDIlgD8::IDD, pParent)

{

//{{AFX_DATA INIT(CGDIgD8)

m.dout = T("");
mfin = “T(*");
m.msg = .T("");
m-horiz = 0;
m_vert = 0;

N =0
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c.mode = 0;

//}}AFX _DATA_INIT

}

void CGDIgD8::DoDataExchange(CDataExchange* pDX)
{

CDialog::DoDataExchange(pDX);
//{{AFX_DATA_MAP(CGDIlgD8)
DDX_Control(pDX, IDC_PROGRESS, m_progress);
DDX_Text(pDX, IDC.DOUT, m.dout);
DDX.Text(pDX, IDC_FIN, m.fin);
DDV.MaxChars(pDX, m_fin, 20);

DDX. Text(pDX, IDC_MSG, m.msg);
DDX_Text(pDX, IDC_.HORIZ, m_horiz);
DDX._Text(pDX, IDC_.VERT, m-vert);
DDV_MinMaxInt(pDX, m.vert, 0, 1000);
//}}AFX_DATA MAP

}

BEGIN.MESSAGE.MAP{CGDIlgD8, CDialog)
//{{AFX_MSG_MAP(CGDIgD8)
ON_BN.CLICKED(IDGO, OnGo)
ON_BN_CLICKED(IDC.CLEAR, OnClear)
ON_BN_CLICKED(IDC_.RADIOL, OnRadiol)
ON.BN_CLICKED(IDC_.RADIO2, OnRadio2)
ON_BN.CLICKED(IDC.RADIO3, OnRadio3)
ON_BN_CLICKED(IDC.RADIO4, OnRadio4)
ON_BN_CLICKED(IDC_RADIOS5, OnRadio5)
//}}AFX_MSG_MAP
END_MESSAGE_MAP()
v,
// CGDIlgD8 message handlers

void CGDlgD8::OnCancel()

{

// TODO: Add extra cleanup here

CDialog::OnCancel();

}

void CGDIgD8::0nClear()

{

// TODO: Add your control notification handler code here
SetDlgltemText(IDC_MSG,”");
SetDlgltemText(IDC.FIN,””);
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SetDlgltemText(IDC.DOUT,””);
SetDlgltemInt(IDC_HORIZ,0);
SetDlgltemInt(IDC_VERT,0);

m_progress.SetPos(0); // PROG

}

void CGDIlgD8::0nRadiol()

{

// TODO: Add your control notification handler code here
N =38;

SetDlgltemText(IDC_MSG,”™);

}

void CGDlgD8::OnRadio2()

{

// TODO: Add your control notsification handler code here
N = 16;

SetDlgltemText(IDC_MSG,””);

}

vaid CGDIgD8::OnRadio3()

{

// TODQ: Add your control notification handler code here
N = 32;

SetDlgltemText(IDC_MSG,""Y);

}

void CGDlgD8::0OnRadio4d()

{

// TODQ: Add your control notification handler code here
c.mode = 1;

SetDlgltemText(IDC.MSG,*");

}

void CGDIlgD8::OnRadio3()

{

// TODO: Add your control notification handler code here
c.mode = 2;

SetDlgltemText(IDC_MSG,””);

}

void CGDIgD8::0OnGol)

{

// TODO: Add your control notification handler code here
int 1, k, k1, cnt, cntl;

int 1, Xk, row, cal;

int len_band;



int chowac, hcoef, ilastcoef;

float lastcoef, red, gre, blu;

unsigned char num, datout(8], numR1, numB1, numGl;
unsigned int sd;

float rblock[RSIZE];

char line1[102];

char bitt{2], bitts[65], letter[8];

int i_bitt;

char *token;

const float pi = float(3.1416);

int fftlen;

/* Function Prototypes */

int ch_blank(const char* );

void det(float [J[TSIZE), int);

void tnsps(float [|[TSIZE], float [[[TSIZE], int);

void vec.mult(float [J[TSIZE], float [J[TSIZE], float (J[TSIZE], int);
void zigzag(float [], float {][TSIZE], int);

void sortArray(int [], int, int {]);

void fourl{double [], unsigned long, int);

int chk_pow2(int);

int DetBit(double [], int);

int BinToDec(char []);

m_progress.SetPos(0); // PROG

heoef = 128; /* number of significant coefficients used for hiding
1 bit of data */

sd = 12345; /* seed for scattering and scrambling */
GetDlgltemText(IDC_FIN,m fin);

if (ch.blank(mfin)==1) {

SetDlgltem Text(IDC.MSG," Error ~ Enter input file name”);

return;

}

m-horiz=GetDlgltemInt(IDC_HORIZ);
if (m_horiz==0) {
SetDlgltemText(IDC.MSG,”Error ~ Enter width”);

return;

}
m.vert=GetDlgltemInt(IDC.VERT);

if (movert==0) {
SetDlgltemnText(IDC-MSG," Error ~ Enter height™);

return;
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}

if (c.mode==0) {

SetDlgltem Text(IDC.MSG,” Error ~ Choose color made”);
return;

}

if (N==0) {

SetDlgltemText(IDC.MSG,”Error ~ Choose block size”);
return;

}

chowac = int(floor(m_vert*m horiz/hcoef/8/8)); /* number of letters to be hidden */
chowac = chowac * 8; /* number of bits to be hidden */

/* Dynamic memory allocation on the heap */

/* vell, imig, trans, transT, block, blockT, res, band, scoef */
J* oseq, order, scoefo, ang, scoefoA, SCR, scoefos */

/* scoefosA, coefseg */

float (*yell)(ISIZE] = new float[m horiz|[ISIZE];

if (yell == NULL) {

SetDigltem Text(IDC_MSG,”Error ~ Not enough memory”);
return;

}

unsigned char (*imig)[ISIZE] = new unsigned char[m_horiz][ISIZE},
if {imig == NULL) {

SetDlgltemText(IDC_MSG,”Error ~ Not enough memory”™);
return;

b

float (*trans)[TSIZE] = new float{TSIZE)[TSIZE];

if {trans == NULL) {

SetDlgltemText(IDC_MSG,”Error ~ Not enough memory”);
return;

}

float (*transT){TSIZE| = new float{TSIZE|(TSIZE];

if (transT == NULL) {

SetDlgltem Text(IDC.MSG,”Error - Not enough memory”);
returi;

}

float (*block)[TSIZE] = new float[TSIZE][TSIZE];

if (block == NULL) {

SetDlgltemText(IDC.MSG,” Error ~ Not enough memory”);
return;

}
float (*blockT)[TSIZE] = new float[TSIZE|[TSIZE];
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if (blockT == NULL) {

SetDlgltemText(IDC_MSG,"Error ~ Not enough memory”});
return;

}

float (*res)[TSIZE] = new float[TSIZE][TSIZE];

if {res == NULL) {

SetDlgltemText(IDC_MSG,”Error - Not enough memory”);
return;

}

len-band = int(floor(m_vert/fioat{N)}*floor(m_horiz/foat{N}));
float (*band)[RSIZE] = new float[len_band][RSIZE];

if (band == NULL) {

SetDlgltemText(IDC_MSG,”Error - Not enough memory™);
return;

}

lastcoef = (float(hcoef)*chowac/len_band); /* last significant coefficient
in a block */

if (floor(lastcoef)!=lastcoef) {

lastcoef=float(floor(lastcoef)) + 1;

}

ilastcoef = int(lastcoef);

float (*scoef) = new float{len_band*i_lastcoef];

if (scoef == NULL) {

SetDlgltemText(IDC_MSG,"Error - Not enough memory”);
return;

}

fit_len = len-band*i_lastcoef;

while (chk_pow2(fft len)!=0) {

fft len++;

}

int (*oseq) = new int(len_band*i lastcoef];

if (oseq == NULL) {

SetDlgltemText(IDC..MSG,”Error - Not enough memory™);

return;

}

int (*order) = new int[len_band*i_lastcoef];
if (order == NULL) {
SetDlgltemText(IDC_MSG,” Error ~ Not enough memory™);

return;



}

float (*scoefo) = new float[len_band*i_lastcoef];

if (scoefo == NULL) {

SetDigltemText(IDC_MSG,”Error — Not enough memory”);
return;

}

double (*ang) = new double[fft_len];

if (ang == NULL) {

SetDigltemText{(IDC_MSG,”Error — Not encugh memory”);
return;

}

double (*scoefoA) = new double[2*fft_len);

if {scoefcA == NULL) {

SetDlgltemText{IDC_MSG,”Error - Not enough memory”);
return;

}

double (¥*SCR) = new double[2*{ft_len];

if (SCR == NULL) {

SetDlgltemText(IDC_MSG,” Error — Not enough memory”);
return;

}

double (*scoefos) = new double[2*fft_len);

if (scoefos == NULL) {

SetDlgltemTexi(IDC_MSG,”Error - Not enough memory”);
return;

}

double (*scoefosA) = new doublellen._band*i_lastcoef];

if (scoefosA == NULL) {

SetDigitemText(IDC_MSG," Error ~ Not enough memory”);
return;

}

double (*coefseg) = new double[hcoef];

if (coefseg == NULL) {

SetDigltemText(IDC_MSG,” Error - Not enough memory™);
return;

}

/* End of dynamic memory allocation on the heap */

/* Reading original image file */

FILE *£1Ptr; /* £1Ptr = input file pointer */

if ((flPtr = fopen({m.fin, *ro")) == NULL) {
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SetDlgltemText(IDC_MSG,”Error — Input file could not be found”);
delete [} yell;

delete [] imig;

delete [] trans;

delete [] transT;
delete [] block;

delete [] blockT;
delete [] res;

delete [] band;

delete [] scoef;

delete [] oseq;

delete [] order;

delete {] scoefo;

delete [} ang;

delete [] scoefoA;
delete [] SCR;

delete [] scoefos;
delete [] scoefosA;
delete [] coefseg;
return;

}

else {

if (cmode==2) {

/* get line with P6 */
fgets(linel, 101, f1Ptr);
if (line1f1]l="6") {
SetDlgltemText (IDC_-MSG,”Error ~ Input file of wrong format”};
felose(f1Ptr);

delete [} yell;

delete [] imig;

delete [} trans;

delete [} transT;
delete [] block;

delete {] blockT;
delete [] res;

delete [] band;

delete [] scoef;

delete [] oseq;

delete [] order;

delete [] scoefo;

delete [} ang;
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delete [] scoefoA;
delete [} SCR;
delete [] scoefos;
delete [} scoefosA;
delete [] coefseg;
return;

}

/* get next line */

fgets(linel, 101, f1Ptr);

/* get remaining lines starting with # and one line after them */
while (linel[0] == "#") {
fgets(linel, 101, f1Ptr);

}

/* getting rid of width, height and no. of colors */
token = strtok (linel,” ”);

token = strtok (NULL,” *};

token = strtok (NULL,” ");

/* supporting 2 styles of P6 files */
if (token == 0) {

fgets(linel, 101, f1Ptr);

}

/* getting data */

for (1 = 0;1 <=m.vert-1; I4++) {
for (k = 0; k <=m.oriz-1; k-++) {
num = fgetc(f1Ptr);

if ((k==23)&&(1==54)) {
numRl=num;

}

red = float(num};

num = fgetc{f1Ptr);

if ((k==23)&8&(1==54)) {
numGl=num;

}

gre = float(num);

num = fgetc(f1Ptr);

if ((k==23)& 8 (1==54)) {
numBl=num;

}

blu = float(num);

/* Convert to other color domain */



yellk][l] = float(0.3*red+-0.6*gre+0.1*biu);
}
}
}

else {

/* get line with P5 */
fgets(linel, 101, f1Ptr);
if (linel[1]t="5") {
SetDlgltemText(IDC.MSG,”Error ~ Input file of wrong format”);
fclose(f1Ptr);

delete ] yell;

delete (] imig;

delete [] trans;

delete {] transT;
delete [} block;

delete [] blockT;
delete [] res;

delete [] band;

delete [} scoef;

delete [] oseq;

delete [] order;

delete {] scoefo;

delete [] ang;

delete [} scoefod;
delete {] SCR;

delete [} scoefos;
delete [] scoefosA;
delete [] coefseg;
return;

}

/¥ get next line */

fgets(linel, 101, f1Ptr);

/* get remaining lines starting with # and one line after them */
while (linel{0] == '#’) {

fgets(linel, 101, f1Ptr);

}

/¥ getting rid of width, height and no. of colors */

token = strtok (linel,” ”);

token = strtok (NULL,” );

token = strtok (NULL,” });

128



/* supporting 2 styles of P5 files */
if (token == 0) {

fgets(linel, 101, f1Ptr);

}

/* getting data */

for (1 = 0; 1 <=m_vert-1; I4++) {
for (k = 0; k <=m.hariz-1; k++) {
num = fgetc(f1Ptr);

imig[k][l] = num;

}

}

fclose(f1Ptr);

}

}

det(trans,N}; /* creation of DCT matrix */
tnsps(transT, trans, N); /* transpose of DCT matrix */
/¥ Creating bands */

cnt = 0

for (11 = 0; ll<=int(foor(m-vert/foat(N))-1); li++) {
for (kk = 0; kk<=int(floor(m_horiz/float{N))-1); kk-+-+) {
col = 0;

for (1 = (IFN); l<=(N*(I1+1))-1; 14+ {

row = 0;

for (k = (kk*N); k<=(N*(kk+1))-1; k++) {

if (comode==2) {

block[row]{col] = yell[k][1];

}

else {

block[row}{col] = Aoat{imig[k}(1]);

h

row++;

}

col+-+4;

}

vec_mult(res, trans, block, N); /* trans*block */
vec.mult(block, res, transT, N); /* vector multiplication */
tnsps(blockT, block, N); /* transpose of block */
zigzag({rblock, blockT, N); /* zigzag single block */

for (k1 = 0; k1<=N*N-1; kl++) {
band[cnt][k1)=rblock[k1];

}

129



130

cot-+4

/* Extracting significant coefficients from the subbands */
cntl = 0;

for (k = 0; k<=len-band-1; k4++) {

for (1 = 1; I<=ilastcoef; 14++) {

scoeflentl] = band[k][1];

cntl4-+;

}

}

/* Random scattering of significant coefficients **##kkkstkirkbikinsohikins f
/* Random sequence generation */

srand(sd);

for (k = 0; k<=len_band*ilastcoef-1; k++) {

oseq(k] = rand();

order[k] = k; /* initializing order array */

}

m_progress.SetPos(30); // PROG

/* Sorting of random sequence in ascending order */

sortArray(oseq, len-band*i_lastcoef, order);

/* Scattering of significant coefficients */
for (k = 0; k<=len_band*ilastcoef-1; k++) {

scoefolk] = scoef{order(k]];

}
/* Preparing them for FFT */
l =0

for (k = 0; k<=2*len_band*i.lastcoef-1; k=k+2) {
scoefoAk] = scoefoll];

scoefoA[k+1] = 0;

-+

}

/* making scoefoA an array of length that is a power of 2 */
k = 2*len_band*i_lastcoef;

while (k<2*fft_len) {

scoefoA k] = 0;

scoefoA[k+1] = 0

k+=2;

}
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/* FFT(scoefoA) */
fourl{scoefoA-1,fft len,1);
m_progress.SetPos(40); // PROG

/* A[l_pass Scramb]ing ***********************************************/
/* Generation of random angles */
srand(sd);

ki=2

for (k = 0; k<=fftlen-1; k++) {

if ((k==0) — (k==fftlen/2)) {
anglk] = 0;

}

else {

if (k<fft.len/2) {

anglk] = (rand() % 1001)/1000*2*pi;

}

else {

angll] = anglek1l;

k1=k1+2;

}

}

}

/* SCR=cos(ang)+i*sin{ang) */
=0

for (k = 0; k<=2*t_len-1; k=k+2) {

SCRIk] = cos(angll]); // real part

SCR[k+1] = sin(ang(l]); // imaginary part

4

}

/* fit(scoefo). *conj(SCR) */

for (k = 0; k<=2*ft_len-1; k=k+2) {
scoefos{k]=scoefoAlk]*SCR[k]-scoefoA[k+1]*(-1)*SCR[k-+1};
scoefos{k-+1]=scoefoA[k+1]*SCR[k]+scoefoA[k]*(-1)*SCR[k+1];
}

m.progress.SetPos(50); // PROG

/* ifft(fft{scoefo) . *conj{SCR)) */

fourl(scoefos-1,fft.len,-1);

for (k = 0; k<=2*Ft len-1; k-++) {
scoefos[k]=scoefos[k]/fftlen;

¥

/* scoefosA = real(scoefos) */

1=0;
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for (k = 0; k<=len.band*i_lastcoef-1; k-++) {
scoefosA[k] = scoefos[l]; // scoefos real parts only
1=14+2;

}

m.progress.SetPos(60); // PROG

/* Extracting bits from the significant coefficients */
for (k = 0; k<=chowac-1; k++) {

If = 0

for (kk = k*hcoef; kk<={k+1)*hcoef-1; kk++) {
coefseg{ll] = scoefosA[kk];

I+

}

i_bitt = DetBit{coefseg, hcoef);

_itoa(i_bitt, bitt, 10);

bitts{k] = bitt[0];

h

m-progress.SetPos(70); // PROG

/* Conversion of bits to ASCII characters */

for (k = 0; k<=chowac/8-1; k++) {

=0

for (kk = k*8; kk<=(k+1)*8-1; kk++) {
letter[ll] = bitts[kk];

W+

}

num = BinToDec(letter);

datout[k] = num;

}

m.dout = datout;

m_progress.SetPos(80); // PROG
SetDlgltemText(IDC_DOUT ,m dout.Left{chowac/8));

m._progress.SetPos(90); // PROG

delete [] yell;
delete [} imig;
delete [] trans;
delete {] transT;
delete [] block;
delete ] blockT;

delete [| res;



delete ] band;

delete [] scoef;

delete [] oseq;

delete [] order;

delete [] scoefo;

delete ] ang;

delete [] scoefoA;

delete [} SCR;

delete [] scoefos;

delete {] scoefosA;

delete {] coefseg;
m_progress.SetPos(100); // PROG
SetDlgltemText(IDC_MSG,”");
}

/* Function Definitions */

int DetBit(double segf}, int size}
/* Determines the bit value */
{

int k, chk;

/* Checking signs */

chk = 0;

for(k=0; k<=size-1; k++) {
if (seg[k]<0) {

chk = chk - 1;

}

else {

if (segfk]>0) {

chk = chk + 1;

}

}

}

if (chk>0) {

return 1;.

}

elge {

return 0;
}
}

int BinToDec{char binar(j)

/* Convert an &-bit binary number to integer */

{
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int sum = 0;

int k;

for(k = 0; k<=7; k++) {

if (binar[k]=="1) {

sum = sum + int{pow(2,7-k));
}

}

if (sum<=31) {

sum = 126;
}
return sum;
}

/* End of Function Definitions */
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APPENDIX B

DHS5 C/C++ AND HTML PROGRAM LISTINGS

HTML and C/C++ programs for DFT-based watermarking algorithm are given here.

index.html - main screen:

<HTML>

<HEAD>

<TITLE>Data Hiding Engine</TITLE>

</HEAD>

<BODY BGCOLOR=008040 TEXT=FFFFFF LINK=00FF00 VLINK=FF0080>
<TABLE>

<TR><TD><h1>Data Hiding Engine</h1></TD></tr>
<TR><TD><small> <I>Arkadiusz Edward Komenda</I> &#183;
email:&#160:<a

href="mailto:aek4692@megahertz.njit.edu” >aeckd692@megahertz.njit.edu< /a>

& 4183 web:&H#£160;<a

href="http://www-ec.njit.edu/aek3247/”
>http://www-ec.njit.edu/3ek3247/< /a><br>

< /small>

</TD></TR></TABLE>

<hr>

<CENTER>

<TABLE>

<TR><TD><FONT SIZE = +1><B>Image:</B></FONT></TD></TR>
<TR><TD><B><A HREF="image.h.htm!” >Hide Data</A></B></TD></TR>
<TR><TD><B><A HREF="image.d html”>Detect Data</A></B></TD></TR>
</TABLE>

</CENTER>

<P><P><P>

<CENTER>

<A HREF=http://njcmr.org/>

<IMG BORDER=0 WIDTHE=150 HEIGHT=75 SRC="njcmrembed?2.gif” > </CENTER>
</A>

<BR><BR>

<P>

<CENTER><FONT SIZE = +1><B>Available images for
testing:</B></FONT></CENTER>

<p>

<CENTER>

<TABLE border = 5>
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<TR>
<TD><B>Grayscale 256x256:</B></TD>
<TD><B>Grayscale 512x512:</B></TD>
<TD><B>Color 256x256:</B></TD>
</TR>

<TR>

<TD>
<p>airplanel.pgm
<p>baboonl.pgm
<p>couplel.pgm
<p>girl.pgm<p>
girl2.pgm<p>
girl3.pgm<p>
housel.pgm<p>
lenal.pgm<p>
peppersl.pgm<p>
sailboatl.pgm<p>
splashl.pgm<p>
tiffany L. pgm<p>
treel.pgm<p>
</TD>

<TD>
airplane.pgm<p>
baboon.pgm<p>
lena.pgm<p>
peppers.pzm<p>
sailboat.pgm<p>
splash.pgm<p>
</TD>

<TD>
aird.ppm<p>
babd.ppm<p>
coupd.ppm<p>
gi4.ppm<p>
girl24.ppm<p>
girl34.ppm<p>
housd.ppm<p>
lenad.ppm<p>
pepd.ppm<p>
saild.ppm<p>
spl4.ppm<p>



tiffd.ppm<p>
tree4.ppm <p>
</TD>
</TR>
</TABLE>
</CENTER>
</body>
</html>

img_h.c.cgi - data hiding subprogram: /* Filename: img.h.c.cgi
Written by: Arkadiusz Edward Komenda

/

#include <stdio.h>

#include <stdlib.h>

#include <string.h>

#include <math.h>

#include <malloc.h>

#tdefine ISIZE 1000 /* max image size: m_horiz x ISIZE */
#define _max(a,b) (((a) > (b)) ? (a) : (b))

#define .min(a,b) ({(a) < (b)) ? (a) : (b))

#define _toascii(-c) ( (-¢) & Ox7f )

#define SWAP(a,b) tempr=(a);(a)=(b};(b)=tempr

/* this is the structure we use for the CGI variables */
struct {

char name{20];

char val{7000];

} elements|7];

/* forward CGI data processing declarations */

void splitword(char *out, char *in, char stop);

char x2c(char *x);

void unescape_url(char *url);

/* Function Prototypes (main program) */

void err-input(char* );

int ch_blank(char* };

int chk_pow2(int);

int round(float);

int bound(int, int, int);

void ddft(float [|[ISIZE], int, int, double (j[34], double {](34]);
void tnsps34(foat [[34], float [J[34]);

void vec.mult34(double [][34], double [J[34], float []{34], int);
void chk.zero(double [|[34], int);
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void iddft(float [J[ISIZE], int, int, double {J[34], double [}(34]);
void fsub{double [}{34], double [][34], double {][34], int};

void ifsub(double [][34], double {][34}, double [][34], int);

void sortArray(int [], int, int [J);

void addsig(double {], int, int, int);

void out.scr(char*);

/* BEGINNING OF PROGRAB/I ************************************/
main(int arge, char ** argv)

{

/* for CGI data processing */

char * ct; /* for content-type */

char * cl; /* for content-length */

int icl; /* content-length */

char gs[1000]; /* query string */

int rc;

int i;

J* program data declatations (input variables from webpage) */
int ¢.mode, m_horiz, m_vert;

char * mfin, * m.fout, * m_din;

char chky[22], foutpath[50};

/* program data declatations */

int k,l;

unsigned char num;

float red, gre, bly;

char line1[102], line2[350];

char *token;

FILE *f1Ptr; /* f1Ptr = input file pointer */
int band num;

double nb;

int n_size, nbl;

unsigned int sd;

int dinden, len, seg_len, no_seg;

/* send the mime-type header */
printf(”Content-type: text/html\n\n”);

/* CGI BIN DATA PROCESSING ***************************************’/
/* grab the content-type and content-length
and check them for validity */

ct = getenv(" CONTENT.TYPE");

cl = getenv("CONTENT _LENGTH"),

if{cl == NULL)



{

err_input(”content-length is undefined!”);

exit(1);

}

iel = atoi(cl);

if(stremp(ct, ”application/x-www-form-urlencoded” )}
{

errinput("l don’t understand the content-type”});
exit(1);

}

else if (icl == 0)

{

err_input(”content-length is zero”);

exit(1);

}

if((re = fread(qs, icl, 1, stdin)) 1= 1)

{

err-input(”cannot read the input stream! Contact the webmaster”);
exit(1);

}

gs[icl] = "\0%;

/* split out each of the parameters from the

guery stream */

for(i = 0; gs[0] = "\0'; i++)

{

/* first divide by '&’ for each parameter */
splitword(elements(i].val, gs, "&");

/* convert the string for hex characters and pluses */
unescape_url{elementsi].val);

/* now split out the name and value */
splitword(elements[il.name, elements[i].val, ’=");

}

/* END OF CGI BIN DATA PROCESSING *************************w*/
/* REASSIGNMENT OF INPUT DATA ********************************/
c.mode = atoi(elements0].val);

// N = (int) pow(2,atoi(elements{1].val));

m-fin = elements|1].val;

m.horiz = atoi(elements[2].val);

m.vert = atoi(elements(3].val);

m-fout = elements[4].val;

m.din = elements[5].val;
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sd = 12345; /* seed for scattering */

seg-len = 2048; /* length of a segment of bits hidden at one time */

/* END OF INPUT DATA REASSIGNMENT ###**sorxksitfobhhbbtoiorfons |
/* DATA VALIDATION *******************************************/

/* Input and validation of variables from the dialog box */

if (ch-blank(m fin)==1) {
err-input(” Error - Enter input file name");
exit(1);

}

if (ch-blank(m fout)==1) {
errAinput("Error - Enter output file name”);
exit(1);

}

if (*m.din==0) {
err_input(”Error - Enter data for hiding”);
exit(1);

}

if (m-horiz<=0) {
err_input(”Error - Enter width”);
exit(1);

}

if (mvert<=0) {
errinput(”Error - Enter height”);
exit(1);

}

/* END OF DATA VALIDATION %** ik ionksnsok b i 4 sos ik bk |
/* MEMORY ALLOCATION **Kkfk sk kbnk ks okah ik kX kA4 A kb RRRAK |
/* Dynamic memory allocation on the heap */

float (*yell)[ISIZE] = new float{m.horiz][ISIZE];

if (yell == NULL) {

errinput(”Error - Not enough memory”);

exit(1);

}

float (*eb)[ISIZE] = new float[m-horiz][ISIZE];

if {¢b == NULL) {
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errdnput{"Error - Not enough memory”);
exit(1);

}

float (*cr)[ISIZE] = new float[m_horiz][{ISIZE];
if (cr == NULL) {

err_input(”Error — Not enough memory”);
exit(1);

}

/* unsigned char (*imig)[ISIZE] = new unsigned charm_horiz][ISIZE];
if (imig == NULL) {

errinput(*Error - Not enough memory”);
exit(1);

}

/

foat (*t34)[34] = new float[34][34];

if (t34 == NULL) {

err.input(”Error - Not enough memory”);
exit(1});

}

float (*t34T)[34] = new float[34][34);

if (t34T == NULL) {

errinput(”Error - Not enough memory”);
exit(1);

}

/¥ number of bands */

band.num = int(floor(m_horiz/float(8)})*(int(Aoor(m_vert/float(8))));

double (*mag-dft){34] = new double[band_num]{34];
if (mag.dft == NULL) {

errinput(?Error — Not enough memory”);

exit(1);

}

double {*ang.dft)[34] = new doublelband_numj{34];
if (ang-dft == NULL) {

errdnput(”Error — Not enough memory”);

exit(1);

}

double (*mm){34] = new double{band_num}[34];

if (mm == NULL) {

err-input(” Error — Not enough memory”);

exit(1);



}

/* number of useful bands of subband coefficients */
n.size = band-num;

nb = sqrt(n_size);

while {(nbi=floor(nb})-——(chk_pow2(int(nb)}!=0}} {
n._size—;

nb = sqrt(n_size);

}

nbl = int(nb);

double (*mus)[34] = new double[16][34];

if (mus == NULL} {

err-input{"Error -~ Not encugh memory™);

exit(1);

!

double (*ms)[34] = new double[nbI*nbI-16](34];

if (ms == NULL) {

errdnput{”Error - Not enough memory”};

exit(1);

h

double (*vec) = new double[30*(nbI*nbl-186));
if (vec == NULL) {

errinput(”Error - Not enough memory”);
exit(1);

}

int (*oseq) = new int[30*(nbI*nbl-16)];

if (oseq == NULL) {

err_input(* Error - Not enough memory”);
exit(1);

}

int (*order) = new int[30*(nbI*nbl-18)];

if (order == NULL) {

errinput("Error - Not enough memory");
exit(1});

}

double (*vecro) = new double[30*(nbI*nbl-16}};
if (vecro == NULL) {

err_input{”Error — Not enough memory”);
exit{1);

}

double (*vecS) = new double[30*(nbI*nbl-16)];
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if (vecS == NULL) {

err-input(”Error — Not enough memory”});
exit(1);

}

/* length of data to be hidden */

dinlen = strlen{m_din};

len = 30*(nbI*nbl-16);

no.seg = int(floor(len/seg.len)},

int (*bitseq) = new int[no_seg};

if (bitseq == NULL) {

err-input{” Error - Not enough memory”);
exit(1};

}

double (*seg) = new double[seg-len];

if (seg == NULL) {

err_input(” Error ~ Not enough memory”);

exit(1);

}

double (*mag-dftS);34] = new double[band_num][34};
if (mag-dftS == NULL) {

err_input(”Error - Not enough memory”);

exit(1);

}

,/* END OF MEL{ORY A‘LLOCATION ***********************4*******/
/* READING {MAGE INPUT FILE *******************************/
/* if c.mode = 3 check for .Y or .y */

strepy( chky, ””);

strcat( chky, mfin};

token = strtok{chky,”.”};

token = strtok(NULL,”.");

if {(c.mode==3)&&((strcmp(token,”y\0")!=0)&& (stremp(token," Y\0”)!=0)}) {
err_input(”Error - Input file of wrong format”);

exit(1);

}

if {(fiPtr = fopen{mfin, "rb”)) == NULL) {

err_input{”Error — Input file could not be found”);

exit{1);

}

else {

if (c.mode==3) {
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/¥ Yor.y*/

/* getting data */

for (1 = 0;1 <=m._vert-1; 1++) {
for (k = 0; k <=m-horiz-1; k++) {
num = fgete(f1Ptr);

// imiglk][l] = num;

yell[k][l] = float{num);

}

}

}

else {

if (c.mode==2} {

/* get line with P6 */

fgets(linel, 101, f1Ptr);

if (linel[1]'=6") {

err_input("Error — Input file of wrong format”);
fclose(f1Ptr);

exit(1);

}

/* get next line */

fgets(linel, 101, f1Ptr);

/* get remaining lines starting with # and one line after them */
while (linel[0] == '#") {

fgets(linel, 101, f1Ptr);

}

/* getting rid of width, height and no. of colors */
token = strtok (linel,” ");

token = strtok (NULL,” ");

token = strtok (NULL,” *};

/* supporting 2 styles of P6 files */

if (token == 0) {

fgets(linel, 101, f1Ptr);

}

/* getting data */

for (1 = 0; 1 <=m_vert-1; l4+) {

for (k = 0; k <=m.horiz-1; k++) {

num = fgetc(f1Ptr);

red = float(num);

num = fgetc(f1Ptr);

gre = float(num);
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num = fgetc(f1Ptr);

blu = float(num};

/* Convert to other color domain */

yellk][l] = float(0.3*red+0.6*gre+0.1*blu);
cr{k][l] = float(0.45%blu-0.15%red-0.3*gre+0.5);
cbik][l] = float(0.475*red-0.35%gr=-0.065*blu+0.5);
}

}

}

else {

/* get line with P5 */

fgets(linel, 101, f1Ptr);

if (linel[1]!="5") {

err_input(” Error - Input file of wrong format”);
fclose{f1Ptr);

exit(1);

}

/* get next line */

fgets(linel, 101, {1Ptr);

/* get remaining lines starting with # and one line after them */
while (linel[0] == *#’) {

fgets(linel, 101, f1Ptr);

}

/¥ getting rid of width, height and no. of colors */

token = strtok (linel,” ™);

I

token = strtok (NULL,” *);

token = strtok (NULL,” ”);

/* supporting 2 styles of P5 files */
if {token == 0} {

fgets(linel, 101, f1Ptr);

}

/* getting data */

for (1 = 0; 1 <=mu.vert-1; 14++) {
for (k = 0; k <=m_horiz-1; k++) {
num = fgetc(f1Ptr);

// imiglk][l] = num;

yellk]{l] = float(num};

}

}

}
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}

}
fclose(f1Ptr);

/* END OF READING IMAGE INPUT FILE **##kkxsbioticktiotisrint /
/H LOAD TABLE T34 *****************************************/
if (f1Ptr = fopen(”t34mat.txt”, "r”)} == NULL) {

err-input(”Error - Input file for table T34 could not be found”};
exit(1);

}

else {

for (k=0;k<=33;k=++) {

/¥ get line */

fgets{line2, 349, f1Ptr);

token = strtok(line2,””);

134[k][0] = float(atof(token));

for (I=1;1<=33;1++) {

token = strtok(NULL,”,”);

t34{k][l] = foat{atof{token));

}

}

}

fclose(f1Ptr);

"I* END OF LOAD TABLE T34 **********************************/
ddft(yell, m.horiz, m_vert, mag.dft, ang_dft);

tnsps34(t34°T, t34);

vec.mult34(mm, mag_dft, 34T, band_num);

fsub{mus, ms, mm, nbl};

i=0;

for(1=0;l<=nbl*nbl-16-1;14++) {

for{k=4;k<=33;k++) {

vecfi] = msllj[k];

i++;

}

}

/* RANDOM SEQUENCE GENERATION AND SCATTERING *tHerkihikii
srand(sd);

for (k = 0; k<=30*(nbI*nbl-16)-1; k++) {

oseq[k] = rand();

order{k] = k; /* initializing order array */

}



/* Sorting of random sequence in ascending order */

sortArray(oseq, 30%(nbI*nbl-16), order);

/* Scattering of coefficients */
for (k = 0; k<=30*(nbI*nbl-16)-1; k++) {
vecrofk] = vec[orderik]];

}

/* END OF RANDOM SEQUENCE GENERATION AND SCATTERING *#tekek |

/'* HIDING DATA ******:ﬁ=i=***********8*************#**********/
for (k = 0; k <= no.seg-1; k++) {

if (k<=din.len-1) {

bitseq[k] = _-toascii(m_din[k]};

}

else {

bitseq(k] = 32; /* space */

}

t

for(i=0;i<=no.seg-1;i++) {

=0

for (k = (i*seg-len); k<=(seg len*(i+1))-1; k++) {
seg(l] = vecro(k];

Iy

}

addsig{seg, seg_len, sd, bitseqli]);

1=10;

for (k = (i*seg-len); k<=(seg-len*(i+1))-1; k++) {
vecro[k] = segfl);

I+

}

}

/* END OF HIDING DATA *************************************/

/¥ UNSCATTERING OF COEFFICIENTS **#khkkickaionshk ok ikiok sk |
for {k = 0; k<=30*(nbl*nbl-16)-1; k++) {

vecS[order[k]] = vecro[k);

}

/¥ END OF UNSCATTERING OF COEFFICIENTS ®hrkkckiboiobiokkiotiodkx f

i:O"

for(l=0;1<=nbI*nbl-16-1;l++) {
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for(k=4;k<=33;k++) {

ms(i]{k] = vecS[i] ;

ikt

}

}

ifsub{mm, mus, ms, nbl);
vec.muli34(mag_dftS, mm, t34, band_num);
chk_zero(mag-dftS, band_num};

iddft(yell, m_horiz, m_vert, mag dftS, ang_dft);

/* WRITING IMAGE TO THE OQUTPUT FILE *##¥skkiokkacekpskhionkskk /
/* path where to put the output file */

strepy( foutpath, »./output/”}; /* path */

strcat( foutpath, mJout);

if (fiPtr = fopen(foutpath, »wb”)) == NULL) {
err-input(” Error - Output file could not be opened”);
exit(1);

}

else {

if (c.mode==3) {

/¥ Yor.y ¥/

/* writing data */

for (1 = 0; | <=muvert-1; [4++) {

for (k = 0; k <=m-horiz-1; k++) {

// num = imig(KI[L;
num=bound(round(float(yell[k][1})), 0, 255);
fputc(num,fiPtr);

}

}

}
else {

if (c.mode==2) {

fprintf(f1Ptr, ” %s”, "P6\n");

fprintf(f1Ptr, " %s”, " # Created using: DHS Version: 2.1\n");
fprintf(f1Ptr, ” %s”, " # Copyright: Arkadiusz Komenda\n");
fprintf(f1Ptr, ” %d%s%d%s", m horiz, ” ", m.vert, " 2565\n™);
for (I = 0; 1 <=m.vert-1; 14-+) {

for (k = 0; k <=m-horiz-1; k++) {

/¥ red */

num=bound (round{float(yell[k)[l]+1.6%cb[k][]}-0.8)), 0, 255);
fputc(num,f1Ptr);



/* green */

num::bound(round(ﬂoat(yell[k][1]-(ﬁoat(1)/3)*cr[k][l}+(ﬁoat(1)/6)_0.8*013[1(][1].}.0,4)), 0, 255);

fputc(num,f1Ptr);

/* blue */
num=bound(round(ficat(yell[k][l]+2*cr[k!{]-1.0)), ¢, 255);
fputc{num,f1Ptr);

}

+

}

else {

fprintf(f1Ptr, "%s”, "P5\n");

fprintf(f1Ptr, "%s", "# Created using: DHS Version: 2.1\a");
fprintf(f1Ptr, ”%s”, "# Copyright: Arkadiusz Komenda\n");
fprintf{f1Ptr, " %d%s%d%s", m_horiz, » *, m_vert, ¥ 255\n");
for (1 = 0;1 <=muvert-1; I4++) {

for (k = 0; k <=m-horiz-1; k++) {
num=bound{round(float(yell[k][l]}), 0, 255);

// num = imig[k][1];

fpute(num, f1Ptr);

—— o e e

fclose{f1Ptr);

/* END OF WRITING IMAGE TO THE OUTPUT FILE RREA R RIS |
/* MEMOR’Y DEALLOCA’[‘ION ************************************/
/* Dynamic memory deallocation */

delete [] yell;

delete {] cb;

delete [] cr;

// delete [| imig;

delete [} £34;

delete [] t34T;

delete [] mag.dft;

delete {| ang_dft;

delete [} mm;

delete {] mus;

delete [] ms;

delete [} vec;

delete {] oseq;
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delete [} order;
delete [} vecro;
delete [] vecS;
delete [ bitseg;
delete [] seg;
delete [] mag-dftS;

/* END OF MEMORY DEALLOCATION *****************************/
out.scr(m_fout); /* final screen */

return 0;

}

/* END OF PROGRAM ******************************************/
/* SUBROUTINES *********************************************/
/* CGI function deﬁnitions ********************************/

void splitword(char *out, char *in, char stop)

{

int i, j;

for(i = 0; infi] && (infi] != stop); i++)

outfi] = in[i];

out[i} = "\0’; /* terminate it */

if(infi])

i3

for(j = 0; in[j]; ) /* shift the rest of the in */

in[j+4] = infi++];

}

char x2c(char *x)

{

register char c;

/* note: (x & Oxdf) makes x upper case */

e = {x[0] >=A" 7 ((x[0} & Oxdf) - "A’) + 10 : {x[0] - '0%);

¢ ¥= 16;

¢ 4= (x[1] >= A7 ? ((x[1] & Oxdf) - *A’) + 10 : (x{1] - '0));

return(c);

}

/* this function goes through the URL char-by-char
and converts all the “escaped” (hex-encoded)
sequences to characters

this version also converts pluses to spaces. I've

seen this done in a separate step, but it seems



t0 me more efficient to do it this way. -wew

/

void unescape_url{char *url)

{

register int i, j;

for(i = 0, j = 0; urlfj]; +-+i, ++j)

{

if((urlfi] = urlfi]) == %)

{

urlfi] = x2¢(&urlj + 1]);

i4+=2

}

else if (urlfi] == "+7)

urlfi] =

}

urlfi] = '\0’; /* terminate it at the new length */

}

/* End of CGI function definitions *###¥kiiichaiikkirsbiksts /

/* Input Error Screen function definition ***¥ksrkickdikikx /

void errdinput(char* msg)

/* Multipurpose error screen for displaying error mesages

mSg - error message

/

{

puts(

"<HTML><HEAD><TITLE>Data Hiding Engine - Error</TITLE></HEAD>"
"<BODY BGCOLOR=008040 TEXT=FFFFFF LINK=00FF00 VLINK=FF0080>"
"<TABLE>”

"<TR><TD><hl>Data Hiding Engine - Error</h1></TD></tr>"
"<TR><TD><small> <I>Arkadiusz Edward Komenda</I> &#183;”
"email:&#160;<a href=mailto:ack4692@megahertz.njit.edu>aek4692@megahertz.njit.edu< /a> &#183;”
"web:&#£160;<a href=http://megaheriz.njit.edu/aek4692>http://megahertznjit.edu/aek4692</a><br>"
?< [small>”

"< /TD></TR></TABLE>"

*<hr>?

)i

printf(” <font color=E6EB1F > <center><h2><b>%s< /b>< /h2><p>< /font>", msg);
puts(®<h3>You can use Back button in your browser to return to your form”

"< [h3>< /center>");

puts(’ </BODY></HTML>");

return;
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}

/* End of Input Error Screen function definitign ****skssttk /

/* Function Definitions (main program) *¥*#¥ikrizahdsibakhrk /
int ch_blank(char* data)

/* Check if a string consists of spaces only

data - string to be checked

Return: 0 = not white spaces only

1 = white spaces only

/

{

if (strlen{data)==strspn(data,” "))
return 1;

else

return 0;

}

int round(float num}

/* Rounding floating numbers into integers
num - floating number to be rounded
Return: integer after rounding operation
/

{

int whole, out;

float test;

whole = int(floor(num});

test = float{whole) + float{0.5);

if (num >= test) {

out = whole + 1;

}

else {

out = whole;

}

return out;

}

int bound(int a, int lowerbound, int upperbound)
/* Bounding the integer between the lower and upper limits
a - integer to be bounded

lowerbound - lower limit of the range
upperbound - upper limit of the range

Return: an integer that is bigger or equal to the lower limit and
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at the same time lower or equal to the upper limit of the range
/
{

int b

b=_min(a,upperbound);

b=__max(a,lowerbound);

return b;

}

void ddft{float arr{}[ISIZE), int horiz, int vert, double magf][34], double ang[}[34])
/* This function cbtains the magnitude and angle of the DFT

coefficients of arr of size horizXvert. Block size 8x8.

Number of bands of magnitude DFT is 82/2 +2
Inputs:

arr - floating data array

horiz - width of arr array (integer)

vert - height of arr array (integer)

Qutputs:

mag - array containing DFT magnitudes of arr elements
and - array containing DFT angles of arr elements

/

{

int row, col, k, 1, kk, 11, k1, i1, cntR, cntC;

double block_r(8][8], block-i[8][8];

void fit2(double [J[8], double [}[8], int, int, int, int, int);
cntR = 0;

for (kk = 0; kk<=int(floor(horiz/float(8))-1); kk+-) {
for (1 = 0; ll<=int(floor(vert/float{8))-1); U+-+) {

row = 0;
for (k = (kk*8); k<=(8%(kk+1))-1; k++) {
col = 0

for (I = (11*8); 1<=(8*(U+1))-1; I4++) {

block.r[row][col] = arr[k]]l];

block-i[row][col] = 0;

col+-+;

}

row--;

}

fe2(block-r,block.i,8,8,3,3,0); /* forward 2D Fourier transform */
entC = 0;
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for (IL=0;11<=4;11++) {

for (k1=0;k1<=4;k1++) {

magentR][cntC) = sqri(pow(block-r[k1]{11],2.0)+pow(blocki[k1][11],2.0))/8;
anglentRfentC] = atan2(block_i[k1][11]},blockr{k1]{I1}};

cntC-+;

}

}

for (11=1;11<=3;11++) {

for (k1=5;kl<=T;kl++) {

mag[cntRj[entC] = sqrt(pow(block.r[k1](11],2.0)+pow(block.i[k1](11},2.0}}/8;
anglcntR][entC] = atan2(block_i[k1][11],block x[k1}{11]);

centC4-+;

}

}

cntR4+;

}

}

return;

}

void ff:2(double x2[){8], double y2{[8], int nl, int n2, int m1, int m2, int idir}
/* x2 - real part (2D array of size n1Xn2)

y2 - imaginary part (2D array of size n1Xn2)

ml = log2(nl)

m2 = log2({n2}

idir - direction of the transformation (0 - forward , 1 - reverse)

/

{

double *x,*y;

int 1,;

void srfft(double ], double [], int, int);
void isrfft(double [], double [], int, int);

x = (double *) calloc(n2,sizeof(double)); /* allocate buffers */
y = {double *) calloc(n2 sizeof(double));

I* computing the DFT of the rows of the picture matrix - */
for (i=0;i < nl;i++)
{

for(}=0;) < n2;j++)



}
if (idir == 0 ) srfft(x,y,n2,m2};
if (idir == 1) isrfft(x,y,n2,m2);

/* the intermediate matrix */

for(} =0;j < n2;j++)
{

x2[i}i) = x{il;

y2flli} = ylik

}

}

free(x);free(y);

x = {double *) calloc(nl,sizeof(double)); /* allocate buffers */
y = (double *) calloc(nl sizeof(double));

/* —computing the DFT of the columns of the intermediate matrix— */

for (j = 0;j < n2;j++)
{

for(i=0;i < nl;i++)
{

x{i] = =2(i]{i};

ylil = y2[i}lk

}

if (idir == 0) srfft(x,y,n1,ml);
if (idir == 1) isrfft(x,y,nl,ml);

fori = 0 ;1< nl;i++)
{

x2(iji] = x{i};

y2({i]{! = y{il;

}

}

// free(*x);free(*y);
free(x); free(y);

}
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vaid srfft(double x[], double y[], int n, int m)

{

int 1,j,k,n2,nd is,id,i0,i1,i2,i3;

double a,a3,e,rl,r2,s1,82,s3,ccl,ssl,cc3,583,xt;

n2 =2 *n;

for (k = L;k <= m-1; k++)
{

n2 = n2/2;

nd = n2/4;

e = 6.283185307179586/n2;
a = 0.0;

for (j = 1;j <= nd; j++)
{

a3 = 3.0 % a;

ecl = cos{a);
ssl = sinfa);
cc3 = cos(a3);

383 = sin(ald);

a=]%e¢

s =j

id = 2 * n2;

do

{

for (i0 = is-1 ; i0 <= n-1;1i0 += id)
{

i1 = i0 + n4;

i2 = i1 + nd4;

i3 = i2 + n4;

rl = x[i0j - x[i2] ;
xfi0] += {2
r2 = x{i1] - x[i3] ;
x[i1] += x[i3];

s1 = y[i0] - y[i2] ;
y[i0] += y[i2];
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52 = y[i1] - y[i3] ;
y[it] += y[i3];

83 =1l - 82;
rl += 82;
§2 =12 - sl,
r2 4= sl;

x[i2] = rl * ccl - 82 * ssl;
y[i2) = -82 * ccl - rl * ssl;
x[i8] = 83 * cc3 + r2 * ss3;
y[i3] = r2 * cc3 - 83 * ss3;

}

is=2%id-n2 + j;

id *= 4;

} while (is < n);

}

}

™

[* —————-last stage, length-2 butterfly
/**

is = 1

id = 4;

do

{

for (10 = is; i0 <=n ; i0 += id)
{

10—

il =10 + 1;

rl = x[i0]; ‘
x[10] = r1 + x[i1];
x[i1] = r1 - x[i1};

rl = y[i0};

y[i0] = rl1 + yli1];
y[i1] = rl - ylil};
10+

}

is=2%*id- 1;

.y
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id *= 4

} while (is < n);

**

/' e bit reverse counter—— e ¥ /
/>

i=1L

for (i = 11i <= n-1 ;1 ++)

{

if (i<])

{

=i

xt = x[l; xfj) = x[1; x0i] = xt;

xt = y[il; vli] = yiil; ¥lil = xt;

Jt i

}

k=n/2;
while (k < j)
{

j-=k

k =k/2;

}

=K

}

}

void isrfft(double x[], double y[}, int n, int m)
{

int i;

double nl;

void srfft(double [, double [}, int, int);
nl = 1. / {(double} n); /* scale factor */

srfft(y,x,n,m); /* perform a foward DFT */
for (i =0;i < nj;i++)

{

x{i] = x[i] * n1;

¥ = yli] * n1;

}

}
void tnaps34(Aoat arrT[[34], float arr]][34])
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/* Transpose of a square matrix of size: 34X34
Input: arr - matrix to be transposed (foat)
Output: arrT - transposed matrix arr (float)
/

{

int 1, k;

for (1 = 0; 1<=33; 14+4) {

for (k = 0; k<=33; k++) {

arr'T'[k]{l] = arr[l][k];

}

t

return;

}

void vec.mult34(double prod[]{34], double arri[][34], float arr2(][34], int size)

/* Vector product of two matrices

Inputs: arrl - lefimost array of size; sizeX34 {double}

arr2 - rightmost array of size: 34x34 (float)

size - number of rows in arrl (integer)

Output: prod - vector product of arrl and arr2 of size: sizeX34 {double)

{

{

int 11, k1, k2;

double sum;

for (11 = 0; 11<=size-1; l1++) {
for (k2 = 0; k2<=33; k24++) {
sum = 0;

for (k1 = 0; k1<=33; ki++) {
sum = sum + (arr1[1](k1] * arr2{k1](k2]};
}

prod{l1][k2] = sum;

}

}

return;

}

void chk.zero{ double arr(][34], int size)

/* If the element of the array is less than zero then make it zero

Inputs: arr - array to be checked of size: sizeX34 (double)

size - number of rows in arr {integer)
Output: arr - updated array

/

{
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int k, [

for (k=D0; k<=size-1; k++) {
for (1=0; 1<=33; 1++) {

if (arr[k][1]<0) {

arr[kj[l] = 0;

}

}

}

return;

}

void iddft(float arr{]{ISIZE], int horiz, int vert, double mag[][34], double ang[][34])

/* Inverse of ddft function.

This function takes the magnitude (mag) and angle (ang) and
converts them into the DFT coefficients’ real and imaginary parts.

Block size 8x8. Number of bands of magnitude DFT is 82 /2 4 2= 34.

Inpets:

mag - array containing DFT magnitudes {double)

and - array containing DFT angles (double)

horiz - width of arr array (integer)

vert - height of arr array (integer)

Qutput:

arr - data array containing DFT coefficients (float)

/

{

int Tow, col, k, 1, kk, i1, k1, 11, entR, cniC;

double block_abs([8](8], block.ang[8][8];

double re_part, im_part;

void fft2(double [|{8], double [|[8], int, int, int, int, int};
cntR = 0;

for (kk = 0; kk<=int(floor(horiz/float(8))-1); kk++) {
for (Il = 0; ll<=int(foor(vert/float(8))-1); I++) {

entC = 0

for (11=0;11<=4;l14+) {

for (k1=0;k1<=4;k1++) {
biock.abs[k1}[11] = mag[cntR][cntC]*8;
block-ang[k1][11] = ang[entR}[entCl;
cnt G4+

}

}
for (Ll=1;11<=3;11++) {
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for (k1=5;kl<=Tkl++) {

block.abs[k1][11] = mag[cntR][cntC]*8;

block_ang[k1][l1] = ang[ecntR][cntC];
ent G4
}

}
block-abs(5](0] = block _abs[3][0};

block.-ang[5)[0] = -1*block_ang[3][0];
block-abs[6][0] = block_abs({2][0];
block-ang[6](0] = -1*block_ang(2][0};
block-abs[7][0] = block.abs[1]{0};
block-ang[7][0] = -1*block_ang[1)[0];
block-abs[5)[4] = block.abs[3][4];
block-ang(51{4] = -1*block-ang[3][4];
block-abs[6][4] = block-abs[2][4};
block-ang[6][4] = -1*block.ang{2][4];
block.abs[7][4] = block-abs[1][4];
block.ang[7][4] = -1*block_ang[1]{4];
block..abs{0]|[5] = block-abs[0][3];
block-ang[0}[5] = -1*block_ang[0][3];
block_abs[0][6] = block-abs[0][2];
block.ang[0][6] = -1*block_ang[0][2];
block-abs{0]{7] = block-abs([0][1];
block.ang(0][7] = -1*block-ang[0j[1];
block-abs[4][5] = block-abs[4](3];
block_ang(4][5] = -1*block-ang(4][3};
block-abs(4]{6] = block_abs{4][2];
block-ang[4][6] = -1*block.ang[4]{2];
block-abs{4][7] = block-abs[4]{1];
block.ang{4](7] = -1*block.-ang[4][1};
block-abs[5][5] = block_abs[3]{3j;
block.ang[5][5] = -1*block-ang[3][3];
block.abs[5][6] = block-abs(3]{2];
block-ang(5][6] = -1*block-ang[3][2];
block-abs[5][7] = block-abs[3]{1);
block-ang[5]{7) = -1*block-ang[3][1];
block.abs(6}{5] = block.abs({2]{3];
block-ang(6][5] = -1*block.ang(2][3];
block-abs[6]{6] = block-abs[2]{2];
block-ang[6][6] = -1*bleck-ang[2][2};

]
]
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block-abs[6][7] = block-abs[2][1];
block-ang[6][7] = -1*block-ang[2][1];
block.abs[7]{5] = block.-abs([1][3];
block.-ang[7][5] = -1*block_ang[1][3];
block.abs{7][6] = block_abs[1][2];
block.ang([7]{6] = -1*block_ang{1](2];
block.-abs(7][7] = block.abs{1]{1};
block-ang[7][7] = -1*block_ang[1][1];
block.abs[1][5] = block.abs[7][3];
block-ang[1}[5] = -1*block_ang{7}[3};
block.abs[1]{6] = block.abs|[7][2];
block.ang(1][6] = -1*block-ang[7][2];
block.abs(1]{7] = block.abs{7]{1];
block.ang{i]{7] = -1*block ang([7]{1];
block-abs(2][5] = block-abs[6][3];
block.ang[2][5] = -1*block_ang(6](3];
block.abs[2]{6] = block.abs[8]{2];
block-ang[2][6] = -1*block-ang(6][2];
block.abs[2][7] = block.abs[6][1];
block-ang[2][7] = -1*block-ang[6][1];
block.abs{3][5] = block_abs[5)[3];
block.angl3][5] = -1*block-ang([5)(3};
block.abs[3]{6] = block.abs[5]{2];
block-ang[3][6] = -1*block-ang(5]2];
block-abs[3][7] = block.abs[5][1];
block-ang[3][7} = -1*block_ang[5][1};
for (11=011<=7;11++) {

for (k1=0;k1<=7;k14++) {

/* real part of block_abs znd block-ang */
re_part = block_abs[k1]{11]*cos(block-ang(k1][11]);
/* imaginary part of block-abs and block-ang */
im_part = block_abs(k1]{l1]*sin{block-ang[k1]{I1]);
/* real part of block-abs and block.ang */

block.abs{k1][11] = re_part;

/* imaginary part of block_abs and block-ang */

block.ang[k1][l1] = im_part;
}
}

ffe2(block-abs,block-ang,8,8,3,3,L); /* inverse 2D Fourier transform */

row = 0;
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for (k = (Kk*8); k<=(8*(kk-+1))-1; kt-+) {
col = 0;

for (1 = {I1*8); I<=(8*(11+1))-1; I-++) {

/* round and bound the real part */
arrfk|(l] = float{block.-abs{row][col]);
col4+;

}

row--;

}

cntR4-+;

}

}

return;

}

void fsub(double vecfus(]{34], double vecfs{][34], double picf[]{34], int nbl)
/* This function obtains the subband coefficients of the

block transform coefficients.

vecfus is not used for data hiding, vecfs is.

Inputs:

picf - array of block transform coefficients (double)

nbl - helps to determine the size of vecfs (integer)

Outputs:

vecfus - array not used for data hiding, of size: 16x34 (double)
vecfs - array used later for data hiding, of size: (nbI*nbl-16)x34 (double)
/

{

int k, 1, row, col;

void err_input{char* );

void rsdec{double (]{100], int);

double (*segf}[100] = new double[nbI][100];

if (segf == NULL) {

err_input("Error - Not enough memory”);

exit(1);

}

for(l=0;l<=33;l++) {

k =0

for{col=0;col<=nbl-1;col++) {
for(row=0;row<=nbl-1;row--+) {

segf[row][col] = picf(k](l];

k5



}

}

rsdec(segf, nbl);
k=0

for(col=4;col<=nbl-1;col++) {
for(row=0;row<=3;row++) {
vecfs[k][l] = segflrow][col];
k43

}

}
for(col=4;col<=nbl-1;col++) {
for(row=4;row<=nbl-L;row++) {
vecfs[k][l] = segflrow][col];
kt+;

}

}

for(col=0;col<=3;col++) {
for{row=4;row<=nbl-1;row-+++) {

vecfs[k](l] = segf[row][col];

k-t
}
}
k = 0;

for{col=0;col<=3;col++) {
for(row=0;row<=3;row++) {

vecfus(k][l] = segflrow][col};

k43

}

}

}

delete {] segf;

return;

}

void radec(double I{]{100], int size)

/* Inputs: I - image of size: sizeXsize (double)
size - number of rows and columns in I (integer)
Output: I - modified image of size: sizeXsize (double)
/

{

int m, k, 1, kk, 1l, row, col;
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int vhs, nd;

double y[64][64];

void sdecrect(double [][64], int, int);
for(m=1;m<=3;m++) {

nd = int(pow(2,m-1));

vhs=size/nd;

for(l=0;ll<=nd-L;ll4++) {
for(kk=0;kk<=nd-1;kk++) {

col = 0;

for (I = (II*vhs); I<=(vhs*(11+1))-1; 1++) {
row = 0;

for (k = (kk*vhs); k<=(vhs*(kk+1))-1; k++) {
ylrow]leol] = Ik]();

row-++;

}

col++;

}

sdecrect(y, col, 0);

col = 0;

for (1 = (I*vhs); I<=(vhs*(114+1))-1; I++) {
row = 0;

for (k = (kk*vhs); k<=(vhs*(kk+1))-1; k++) {
Ikj{1] = ylrow][col];

row--+;

}

col+4+;

}

}

}

}

return;

}

void sdecrect(double y{][64], int size, int mode)

/* Inputs: y - image array of size: sizeXsize (double)

size - number of columns and rows in y (integer)
mode - switch

mode = 0 forward

mode = 1 inverse of function

Output: y - resulting array (double)

/

{
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int k, §;

void errinput(char* );

void cirshift(double [], double [}, int, int};
void vec.mult64(double [}[64], doubie {}{64], double [][64], int);
void tnsps64(double {]{64], double [][64], int);
double (*h) = new double]size];

if (h == NULL) {

errinput(” Error - Not enough memory”);
exit(1);

}

double (*hmod) = new double[size];

if (hmod == NULL) {

errinput(”Error - Not enough memory”);
exit(1);

}

double (*g) = new doublelsize];

if (g == NULL) {

err.input("Error - Not enough memory”);
exit(1);

1

double (*gmod) = new double[size];

if (gmod == NULL) {

errinput(”"Error - Not enough memory”);
exit(1);

}

double (*T')[64] = new double[size][64);

if (T == NULL) {

err-input(”Error - Not enough memory”};
exit{1);

}

double (*T'T)[64] = new double[size][64];
if (T'T == NULL) {

err_input(”Error - Not enough memory”);
exit(1);

}

double (*res)[64] = new double[size][64];
if (res == NULL) {

err_input(*Error - Not enough memory”};
exit(1);

}

/* Get filter coefficients */
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h{0]=(1-+sqrt(8))/4/sqrt(2};
h[1]=(3-+sqrt(3))/4/sart(2);
h[2]=(3-sqrt(3))/4/sqrt(2);
h[3)=(1-sqrt(3))/4/sqrt(2);
for(k=4;k<=size-1;k++) {
hlk] = 0;

}

g[0]=h(3};

gl1}=-1*h{2);

gl2]=h(1];

gl3]=-1*h{0];
for(k=d;k<=size-1;k++) {
glk] = 0;

}
for(k=0;k<=size/2-1;k++) {
cirshift(hmod, h, size, 2*k);
cirshift(gmod, g, size, 2*k);
for(1=0;1< =size-1;14++) {
T{k]{l] = hmodl[l];
T[size/2-+k]{l] = gmod[l];

}

}

if (mode==0) {
vec.mult64(res, T, y, size);
tnsps64(TT, T, size);
vec.mult64(y, res, T'T, size);
}

else {

tnsps64(TT, T, size};
vec.mult64(res, TT, y, size);
vec_mult64(y, res, T, size);
}

delete [] h;

delete {] hmod;

delete [} g;

delete [] gmod;

delete [} T;

delete [] T'T;

delete ] res;

return;

}
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void tnsps64(double arrT{][64], double arr(][64], int size)
/* Transpose of a square matrix of size: sizeXsize
Input: arr - matrix to be transposed (double)

Output: arrT - transposed matrix arr {double)

/

{

int 1, k;

for (1 = 0; I<=size-1; +4+) {

for (k = 0; k<=size-1; kt++) {

arrTk][1] = arr[l][k];

}

}

return;

}

void vec.mult64(double prod[][64], double arrl[][64], double arr2[][64], int size)

/¥ Vector product of two matrices

Inputs: arrl - leftmost array of size: sizeXsize (double)
arr2 - rightmost array of size: sizeXsize (double)
size - number of rows and columns in arrl and arr2 (integer)

Output: prod - vector product of arrl and arr2 of size: sizeXsize (double)

/

{

int 11, k1, k2;

double sum;

for (11 = 0; ll1<=size-1; l14++) {

for (k2 = 0; k2<=size-1; k2++) {

sem = 0

for (k1 = 0; kl<=size-1; k1++) {

sum = sum -+ {arrl[11][k1] * arr2[k1](k2]);

}

prod[11]{k2] = sum;

}

}

return;

}

void cirshift(double n_vect[], double vect[], int size, int shft)
/* Shift left to right elements of a vector in a circular manner
Inputs:

vect - vector to be shifted of length: size (double)

size - length of a vector (integer)
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shft - number of spaces the vector should be shifted by (integer)
Output:

n.vect - new vector of length: size, after the shift operation (double)
/

{

int k, I;

double dummy;

for(1=0;1< =size-1;1++) {

n.vect[l] = vect[l];

}

if (shft!=0) {

for(1=0;l<=shft-1;l++) {

dummy = n_vect[size-1J;

for(k=size-1;k>=1;k-) {

n.vect[k] = n_vect[k-1];

}

nvect[0] = dummy;

}

}

return;

}

int chk_pow2(int num)

/* check whether an integer is a power of 2 or not */
/* Return values: */

/* flag = 0 : integer is a power of 2 */

/* Blag = 1 : integer is NOT a power of 2 */
{

int flag = 0;

while {(num>1)&&(flag==0)) {

if ((num % 2)==0) {

flag = 0;

}

else {

flag = 1;

}

num = num/2;

}

return flag;

}
void ifsub(deuble pict[][34], double vecfus(][34], double vecfs[}[34], int nbI)
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/¥ Inverse of fsub() subroutine

Inputs:

vecfus - array not used for data hiding, of size: 16x34 (double)
vecfs - array used for data hiding, of size: (nbI*nbl-16)x34 (double)
nbl - helps to determine the size of vecfs (integér)
Qutput:

/

{

int k, 1, row, col;

void err_nput{char* ),

void irsdec(double [J[100], int);

double (*segf)[100] = new double[nblI}{200}];
if (segf == NULL) {

err_input{” Error - Not enough memory”);
exit(1);

1

for(1=0;1<=33;1++) {

k= 0;

for(col=4;col< =nbl- 1;col++) {
for(row=0;row<=3;row+-+) {
segfrow][col] = vecfs[k]|[1];

k++;

}

}

for{col=4;col<=nbl-1;col++) {
for{row=4;row<=nbl-1;row++) {
segf{row][col] = vecfs[k][l];

k++;

}

}

for{col=0;col<=3;col++) {
for(row=4;row<=nbl-1;row++) {
segf[row][col] = vecfs[k][I};

k++;
}

}
k=05

for(col=0;col<=3;col++) {
for(row=0;row<=3;row-+-+) {
segf[row][col] = vecfusk][l];
kbt



}

}

irsdec(segf, nbl);
k=0

for(col=0;col <=nbl-1;col++) {
for(row=0;row <=nbl-1;row-++) {
picf[k][1] = segf[row][col];

ke

}

}

}
delete [] segf;

return;

}
void irsdec(double I[][100], int size)

/* Inverse of rsdec() subroutine

Inputs: I - image of size: sizeXsize (double)

size - number of rows and columus in I {integer)

Qutput: I - modified image of size: sizeXsize (double)

/

{

int m, k, 1, kk, 1l, row, col;
int vhs, nd;

double y(64][64];

void sdecrect{double [1{84], int, int);

for(m=3;m>=1;m-) {

nd = int{pow(2,m-1});
vhs=size/nd;
for(ll=0;ll<=nd-1;ll++) {
for (kk=0;kk<=nd-1;kk-++) {

col = 0;

for (1 = (1*vhs); I<=(vhs*(II41})-1; I4++) {

row = 0;

for (k = (kk*vhs); k<=(vhs*(kk+1))-I; k+-+) {

y[row]icol] = I[k][1];
row--;

1
col4-+;

}

sdecrect(y, col, 1);
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col = 0;

for (I = (I*vhs); I<=(vhs*(lI+1})-1; I++) {

row = (;

for (k = (kk*vhs); k<=(vhs*{kk+1))-1; k++) {
1[k)[l] = y[row]jcol);

TOW++;

}

col++;

}

}

}

}

return;

1

void sortArray(int orig[], int size, int ind[]}

/* Sort array in ascending order and memorize old positions of elements
prior to sorting

Inputs: orig - data vector of length: size {integer)
ind - vector of length: size holding the index of data
vector, orig (integer)

size - length of vectors orig and ind (integer)
Outputs: orig - sorted vector

ind - vector holding initial orig index before sorting
/

{

int k, I;

int temp, itemp;

for (k = size-2; k>=0; k~) {

for (1 = 0; l<=k; l4++) {

if {orig{l]>orig[l+1]) {

temp = orig{l];

orig[l] = orig[l+1];

orig[l+1} = temp;

itemp = ind[l];

ind{l] = ind[I+1];

ind[l4+1] = itemp;

}

}

}

return;
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}

void addsig(double segA[], int segAlen, int sdd, int daat)
/¥ Hiding data

Inputs:

segA - data vector of length: segA_len, inside which data will be hidden (double)
segA _en - length of the data vector (integer)

sdd - seed for gaussian random number generator (integer)
daat - number to hide (integer)

Output:

segA - segment containing hidden information (double)
/

{

int k, 1;

double segA_norm, ip;

void errdnput{char* );

void gaussian(float {J{1], float , int, int, int);

void fourl(double [}, unsigned long, int);

void getcyc(double [], double [}, int, int});

double (*segB) = new double[segA_len*2);

if (segB == NULL) {

err_input(”Error ~ Not enough memory”);

exit{1);

}

double (*segB.ang) = new double[segA len];

if (segB.ang == NULL) {

err-input{”Error — Not enough memory”);

exit(1);

}

double (*segC) = new double[segA len];

if (segC == NULL) {

errinput(’Error ~ Not enough memory”);

exit(1);

}

double (*y) = new doublefsegA_len);

if (y == NULL) {

err-input{” Error ~ Not enough memory”});

exit(1);

}

double {*v) = new double[segA.len];

if (v == NULL) {

errinput(”Error ~ Not enough memory*);



exit(1);

}

float (*h)[1] = new float[segA len}{1];

if (h == NULL) {

err_input(” Error - Not enough memory”);
exit(1);

}

/* generating signature */

gaussian(h, 1, sdd, segA_len, 1);

/* Preparing h for FFT */

1=0;

for (k = 0; k<<=2%segAJen-1; k-+=2) {
if (h[l][1]<0) {

segBk] = -1;

}

else {

segB[k] = 1;

}

segB[k+1] = 0;

I+

}

/* FFT(segB) */

fourl(segB-1,segA. len,1};

/* angle of segB */

for (k = 0; k<=segA len-1; k++) {
segB_anglk] = atan2(segB[2*k+1],5egB[2*k]);
}

/* segB=cos(ang)+i*sin(ang) */
1=0;

for (k = 0; k<=2%gegA len-1; k—=2) {
segB[k] = cos(segB_ang[l]); // real part
segB[k+1] = sin(segB_ang[l]); // imaginary part
5

}

/* IFFT(segB) */
fourl({segB-1,segAlen,-1);

/* Real part of segB */

for (k = 0; k<=segAlen-1; k++) {
segC[k] = segB[2*k]/segA len;

}
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getcyc(y, segC, segA len, daat*16);

segA._norm = 0;

for (k = 0; k<=segAden-1; k++) {

segA_norm = segA _norm -+ pow(segA[k], 2);

}

segA_norm = sqrt{segA_norm);

for (k = 0; k<=segA_len-1; k++) {

vik] = segA[k]/segAnorm;

}

ip =0

for (k = 0; k<=segA_len-1; k++) {

ip = ip + y[k]*v[k};

}

for (k = 0; k<=segAlen-1; k++) {

segA (k] = segA[k] + y[k] * (7-2*ip) * pow(segA-len,0.5);
}

delete (] segB;

delete [] segB-ang;

delete [] segC;

delete [] y;

delete [] v;

delete [] b;

return;

}

void gaussian(float gauss[][1], float sigma2, int iseed, int nr, int nc)
/* This routine generates an approximately Gaussian random
sequence with zero mean and variance sigma2.

Inputs:

sigma2 - variance (float)

iseed - seed to random number generator {integer)

nr - number of rows of gauss array (integer)

nc - number of columns of gauss array (integer)

Qutput:

gauss - matrix of randomly generated data of size nrXnc (float)
/

{

int i,j,k;

float x,sum;

for (i = 0;i < nr; i++)
{



for (j = 0; j < ne; j++)

{

for {sum = 0,k = 0; k < 12; k++)

{

iseed = 2045 * (iseed) + 1;

iseed = iseed - (iseed/1048576) * 1048576;

x = float({iseed + 1) / 1048577.0) ;

sum = sum + float(sqrt(sigma2) * (x - 0.5));
} /* gaussian sequence with m= 0, sigma2 */
gauss(i}[j] = sum;

}

}

1

void getcyc(double y[], double x{], int size, int b)

/* Input: x - vector of data that will be hidden of length: size (double)
size - length of data vector (integer)

b - shift parameter (integer)

Qutput: y - vector of data that will be hidden after preprocessing

of length: size (double)

/

{

int k;

void cirshift(double [], double [], int, int};

if (b <= size-1) {

cirshift(y, x, size, b);

}

else {

for(k=0;k<=size-1;k++) {

x{k] = -2*x[k];

}

cirshifi(y, x, size, b - (size-1));

}

return;

}

void fourl(double data[], unsigned long nn, int isign)
/* FFT and IFFT routine

Inputs:

data - vector of data of length 2*nn {double)

Note: Even elements are real parts of data
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0Odd elements are imaginary parts of data
nn - number of complex data numbers (has to be a power of 2) (unsigned long)
isign ~ indicator: isign = 1 forward FFT
isign = -1 IFFT

Output:

data - vector of data after FFT or IFFT of length 2*nn (double)
Note: Even elements are real parts of data
Odd elements are imaginary parts of data
/

{

unsigned long n,mmax,m,j,istep,i;

double wtemp,wr,wpr,wpi,wi,theta;
double tempr,tempi;

n=nn << 1;

=1

for (i=1;i<n;i+=2) {

if (j > 1) {

SWAP (datal[j] datali]);

SWAP (data[j-+1],datafi+1]);

}

m=n >> 1;

while (m >=2 && j > m) {

j-=m;

m >>= I

}

j+=m;

}

mmax=2;

while {n > mmax) {

istep=mmax << 1;
theta=isign*(6.28318530717959/mmax);
wiemp=sin(0.5*theta);

wpr = -2.0*wtemp*wtemp;
wpi=sin(theta);

wr=1.0;

wi=0.0;

for (m=1;m<mmax;m+=2) {

for {(i=m;i<=n;i+=istep) {

j=i+mmax;
tempr=wr*data(j]-wi*datafj+1];
tempi=wr*datafj-+1]+wi*datafj];
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datafjj=data[i]-tempr;
datafj+1]=data[i+1]-tempi;

datali] += tempr;

datafi+1] += tempi;

}
wr=(wtemp=wr)*wpr-wi*wpi+wr;
wiz=wi*wpr+wtemp*wpi+wi;

}

mmax=istep;

}

}
#undef SWAP

void out.scr(char* msg)

/* End of processing screen

msg - message

/

{

puts{

" <HTML><HEAD><TITLE>Data Hiding Engine - Data Successfully Hidden</TITLE></HEAD>"
?<BODY BGCOLOR=008040 TEXT=FFFFFF LINK=00FF00 VLINK=FF0080>"

"<TABLE>"

"<TR><TD><hl>Data Hiding Engine - Data Successfully Hidden</h1></TD>< /tr>"
"<TR><TD><small> <I>Arkadiusz Edward Komenda</I> &#183;”

"email:&#160;<a href=mailto:ack4692@megahertz.njit.edu>aek4692@megahertz.njit.edu</a> &#183;"
*web:&#160;<a href=http://megahertz.njit.edu/aek4692>http:/ /megahertz.njit.edu/aekd692< /a> <br>"
P < [small>"

*</TD></TR></TABLE>"

" <hrs?

%

printf(” <font color=ESEB1F> <center><h2><b>%s%s</b></h2><p></font>", "Name of the file with hidden
data is: *, msg );

puts(

" <P><H4><CENTER>"

» <A HREF=http://njcmr.org/dhs/image-h.htmi>Hide data in the next image</A>"

"< /CENTER></H4>"

)

puts(

"<P><H4><CENTER>"

» <A HREF=http://njcmr.org/dhs/image d.html>Detect data from a new image</A>"

» < /CENTER></H4>"



)i

puts{

?<P><H4><CENTER>"

" <A HREF=http://njcmr.org/dhs/>Back to the main page</A>?
"< /CENTER></H4>"

)i

puts(

"<P><H4><CENTER>"

"< A HREF=http://njemr.org/>NJCMR Home Page</A>"
»</CENTER></H4>"

)

puts(” </BODY></HTML>");

return;

}

/* End of Function Definitions (main program) #¥¥kssssckresion

/* END OF SUBROUTINES *************************#************/

img_d.c.cgi - data extracting subprogram: /* Filename: img.d.c.cgi
Written by: Arkadiusz Edward Komenda

/

#include <stdio.h>

#include <stdlib.h>

#include <string.h>

#include <math.h>

#include <malloc.h>

#define ISIZE 1000 /* max image size: m_horiz x ISIZE */
#define _max(a,b) (((a) > (b)) 7 (a) : (b))

#define _min(a,b} (((a) < (b)) ? (a) : (b))

Ftdefine SWAP(a,b) tempr={a);(a)=(b};{b)=tempr

/* this is the structure we use for the CGI variables */
struct {

char name[20];

char val[7000];

} elements(5];

/* forward CGI data processing declarations */

void splitword(char *out, char *in, char stop);

char x2c¢(char *x);

void unescape.url{char *url);

/* Function Prototypes (main program) */

void err.input(char* );
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int ch_blank(char* );

int chk_pow2(int);

int round(float);

int bound(int, int, int);

void ddft(float [J[ISIZE], int, int, double []i34], double [J[34]);
void tnsps34(float {][34], float [][34]);

void vec.mult34(double [}[34], double [][34], float {][34], int);
void chk_zero(double []{34], int);

void fsub{double {34, double [{[34}, double [|[34], int);
void sortArray(int [], int, int []);

void clsb(double [}, int);

int detsig(double [], int, int);

void out_scr(unsigned char*);

/* BEGINNING OF PROGRAM *Heskkirstidobionk ik b kiohukkatsnsk |
main(int arge, char ** argv)

{

/* for CGI data processing */

char * ct; /* for content-type */

char * cl; /* for content-length */

int icl; /* content-length */

char gs{1000]; /* query string */

int re;

int i;

/* program data declatations (input variables from webpage) */
int c.mode, m-horiz, m_vert;

char * m.fin;

char chky 22], foutpath(30];

/* program data declatations */

int k,l;

unsigned char num;

float red, gre, bly;

char line1[102], line2[350];

char *token;

FILE *f1Ptr; /* f1Ptr = input file pointer */

int band_num;

double nb;

int n_size, nbl;

unsigned int sd;

int len, seg.len, no_seg;

/* send the mime-type header */
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printf(” Content-type: text/html\n\n");

/* CGI BIN DATA PROCESSING ***************************************/
/* grab the content-type and content-length

and check them for validity */

¢t = getenv(”CONTENT_TYPE"};

cl = getenv(* CONTENT.LENGTH");

if{cl == NULL)

{

err.input(” content-length is undefined!?);

exit(1);

}

icl = atoi(cl);

if(stremp(ct, "application /x-www-form-urlencoded”))
{

err.input("I don’t understand the content-type”);
exit(1);

}

else if (icl == 0)

{

err_input{” content-length is zero”);

exit(1);

}

if((rc = fread(qs, icl, 1, stdin)) != 1)

{

err_input(”cannot read the input stream! Contact the webmaster”);
exit(1);

}

gs[icl] = "\0’;

/* split out each of the parameters from the

query stream */

for{i = 0; qs[0] I= \0%; i++)

{

J* first divide by & for each parameter */
splitword(elements[i].val, gs, '&’);

/* convert the string for hex characters and pluses */
unescape.url(elements[i].val);

/* now split out the name and value */
splitword(elements|i].name, elements{i].val, '='};

}
/* END OF CGI BIN DATA PROCESSING AR IKAA TR HA AN HKAK



/* REASSIGNMENT OF INPUT DATA ********************************/
c.mode = atoi(elements(0].val);

// N = (int) pow(2,atoi{elements[1].val));

m.fin = elements[l].val;

m_horiz = atoi(elements[2].val);

m.vert = atoi(elements{3].val);

sd = 12345; /* seed for scattering */

seglen = 2048; /* length of a segment of bits hidden at one time */

/* DATA VALIDATION #¥ Rkttt ot ko kb sk ik ks honsokk |

/¥ Input and validation of variables from the dialog box */

if (ch_blank{m_fin)==1) {
errinput(”Error - Enter input file name”);
exit(1);

}

if {m_horiz<=0) {

errinput{”Error - Enter width”);

exit(1);

}

if (m_vert<=0) {

errinput(”Error - Enter height”);

exit(1);

}

/* END OF DATA VALIDATION *********************************/
/* MEMORY ALLOCATION **************************************/

/* Dynamic memory allocation on the heap */
float (*yell)[ISIZE] = new float[m_horis][ISIZE];
if (yell == NULL) {

errdnput("Error - Not enough memory”};
exit(1);

}

float {*cb)[ISIZE] = new float[m_ horiz|{ISIZE];
if {¢b == NULL) {

errdinput(”Error — Not enough memory™);
exit(1);

}

float (*cr)[ISIZE] = new float[m_ horiz){ISIZE];
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if (er == NULL) {

err_input(”Error — Not enough memory”);
exit(1);

}

/* unsigned char (*imig)[ISIZE] = new unsigned char{m horiz|[ISIZE];
if (imig == NULL) {

errinput(”Error - Not enough memory™);
exit(1);

}

/

float (*t34)[34] = new float[34][34);

if (t34 == NULL) {

err-input(”Error - Not enough memory™);
exit(1);

}

float (*t34T){34] = new float[34][34];

if (34T == NULL) {

err.input(”Error - Not enough memory”);
exit(1);

}

/¥ number of bands */

band_num = int(floor(m.horiz/float{8)})*(int(floor(m_vert/foat(8))));

double (*mag.dft)[34] = new double[band_num]{34);
if (mag-dft == NULL) {

errinput(*Error — Not enough memory”);

exit(1);

}

dounble (*ang_dft}[34] = new double[band-numj[34];
if (ang_dft == NULL) {

err_input("Error ~ Not enough memory”);

exit(1);

}

double (*mm)[34] = new double[band_num](34];

if (mm == NULL) {

err_input(”Error - Not enough memory”);

exit(1);

}

/* number of useful bands of subband coefficients */
n.size = band.num,;

nb = sgrt(n.size);
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while ((nb!=floor(nb))——(chk_pow2(int(nb))!=0)) {
n.size—;

nb = sqrt(n_size);

}

nbl = int(nb);

double (*mus)[34} = new double[16][34];

if (mus == NULL) {

err.input(”Error - Not enough memory");
exit(1);

}

double (*ms)[34] = new double[nbI*nbl-16][34];
if (ms == NULL) {

errinput(”Error - Not enough memory”);
exit(1);

}

double (*vec) = new double{30*(nb[*nbl-16)};
if {vec == NULL) {

errinput{"Error - Not enough memory”};
exit(1);

}

int (*oseq) = new int[30*(nbI*nbl-16)];

if (oseq == NULL) {

err_input(®Error - Not enough memory”);
exit(1);

}

int (*order) = new int[30*(nbI*nbI-16)];

if (order == NULL) {

errinput(®Error ~ Not enough memory”);
exit(1);

}

double (*vecro) = new double[30%(nbI*nbl-16)];
if (vecro == NULL) {

errinput(”Error ~ Not enough memory®);
exit{1);

}

double (*vecS) = new double[30*(nbI*nbl-16)];
if (vecS == NULL) {

err.input(”Error - Not enough memoary”);
exit(1);

}

/¥ number of blocks used to hide data, no.seg */



len = 30*(nbI*nbi-16);

noseg = int{floor(len/seg_len));

/® int (*bitseq) = new int[no_seg);

if (bitseq == NULL) {

errdnput("Error - Not enough memory”);

exit(1);

¥/

double (*seg) = new doublefseg_len];

if (seg == NULL) {

err.input("Error - Not enough memory™);

exit{1);

}

unsigned char (*dataout) = new unsigned char[noseg+1];
if (dataout == NULL) {

errinput(”Error - Not encugh memory” ),

exit(1);

}

/* END OF MEMOR‘Y ALLOCATION *******************************/

/* READING IMAGE INPUT FILE **%sekksks s kahkkkkkdhkrbsnsnt x /
/* if ccmode = 3 check for .Y or .y */

strepy( chky, "7 );

strcat{ chky, mfin);

token = strtok(chky,”.”};

token = strtok(NULL,”.”);

if ((c-mode==3)&&((stremp(token,”y\0”)!=0)&&(strcmp(token,” Y\0")!=0)}) {

errdnput(*Error - Input file of wrong format”);
exit(1);

}

/* path where the input file is */

strepy( foutpath, "./output/”); /* path */
streat( foutpath, mfin);

if ((f1Ptr = fopen(foutpath, "rb”)} == NULL) {
errinput("Error - Input file could not be found™);
exit(1);

h

else {

if (c.mode==3) {

/¥ Yor.y*/

/¥ getting data */

for (1 = 0;1 <=mvert-1; 14+-) {
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for (k = 0; k <=m.horiz-L; k++) {
num = fgetc(f1Ptr);

/{ imig[k][l] = num;

yell(k][}] = float{num);

}

}

}

else {

if (ccmode==2) {

/* get line with P6 */

fgets(linel, 101, f1Ptr);

if (linel[1]!="6") {

err_input(”Error - Input file of wrong format”);
fclose(f1Ptr);

exit{1);

}

/* get next line */

fgets(linel, 101, f1Ptr);

/* get remaining lines starting with # and one line after them */
while (linel[0] == "#") {

fgets(linel, 101, f1Ptr);

}

/* getting rid of width, height and no. of colors */

token = strtok (linel,” ”);

token = strtok (NULL,” ”);

token = strtok (NULL,” »);

I

/¥ supporting 2 styles of P6 files */
if (token == 0) {

fgets(linel, 101, fiPtr),

}

/¥ getting data */

for (1 = 0; 1 <=m.vert-1; I4++) {
for (k = 0; k <=m.horiz-1; k++) {
num = fgetc(f1Ptr);

red = float(num);

num = fgetc(f1Ptr);

gre = ﬂoat(num);
num = fgetc(f1Ptr);
blu = float(num);

/* Convert to other color domain */



yell{k][l] = float(0.3*red+0.6*gre-+0.1%blu);

cr[K][l] = foat(0.45*blu-0.15*red-0.3%gre+0.5);
cb[k][l] = float(0.4375*red-0.375%*gre-0.0625%blu-+0.5);
}

}

}

else {

/* get line with P5 */

fgets(linel, 101, fiPtr);

if (linel[1]!="5") {

errdinput(”Error - Input file of wrong format”);
fclose(f1Ptr);

exit(L);

}

/¥ get next line */

fgets(linel, 101, f1Ptr);

/* get remaining lines starting with # and one line after them */

while (linel[0] == "#") {
fgets(linel, 101, f1Ptr);

}

/¥ getting rid of width, height and no. of colors */
token = strtok (linel,” ”);

token = strtok (NULL,” *);

token = strtok (NULL,” ”);

/* supporting 2 styles of P5 files */
if (token == 0) {

fgets(linel, 101, f1Ptr);

}

/* getting data */

for {1 = 0;1 <=m.vert-1; I++) {
for (k = 0; k <=m_horiz-1; k++) {
num = fgetc(f1Ptr);

// imiglK](] = num;

vell[k]{l] = float(num);

L R Y

fclose(f1Ptr);
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/* END OF READING IMAGE INPUT FILE *¥¥¥khkdorshsmrtsonshionss

/* LOAD TABLE T34 *****************************************/
if ((f1Ptr = fopen(”t34mat.txt”, "r")) == NULL) {
err_input(”Error — Input file for table T34 could not be found”};
exit(1);

}

else {

far (k=0;k<=33;k++) {

/* get line */

fgets(line2, 349, f1Ptr);

token = strtok(line2,”,”);

t34[k][0] = float(atof(token)};

for (I=1;1<=33;14++) {

token = strtok(NULL,”?);

t34{k][1] = float(atof(token));

}

}

}
fclose(f1Ptr);

/* END OF LOAD TARBRLE T34 **********************************/
ddft(yell, m_horiz, m.vert, mag_dft, ang_dft);

tnsps34(t34T, t34);

vec_mult34(mm, mag.dft, t34T, band_num);

fsub(mus, ms, mm, nbl);

i=0;

for(1=0;1<=nbI*nbl-16-1;t++) {

for(k=4;k<=33;k++) {

vec(i] = ms[l][k];

i+

}

}

/* RANDOM SEQUENCE GENERATION AND SCATTERING *¥#*dxiokkiokik /
srand(sd);

for (k = 0; k<=30*(nbI*nbl-16)-1; k++) {

oseq[k] = rand();

order(k] = k; /* initializing order array */

}

/* Sorting of random sequence in ascending order */

sort Array(oseq, 30*(nbI[*nbl-16), order);
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/* Scattering of coefficients */

for (k = 0; k<=30*(nbI*nbl-16)-1; k++} {

vecro[k| = vec[order({k]};

}

/¥ END OF RANDOM SEQUENCE GENERATION AND SCATTERING *¥¥¥¥xk
/* Quantizer */

clsb(vecro, len);

/* DETECTING DATA *****************************************/
for{i=0;i<=noseg-1;i++) {

1 =0;

for (k = (i*seg-len); k<=(seg-len*(i+1))-1; k++) {

seg[l] = vecrolk];

4+

}

dataout 1] = detsig(seg, seg-len, sd);

}

dataout{i] = "\0’;

/* END OF‘ DETECTING DATA **********************************/
/* MEMORY DEALLOCA’I‘ION ************************************/‘
/* Dynamic memory deallocation */

delete ] yell;

delete [] cb;

delete [} cr;

// delete [} imig;

delete {] t34;

delete [] t34T;

delete [| mag dft;

delete [] ang_dft;

delete [] mm;

delete [] mus;

delete [} ms;

delete ] vec;

delete (] oseq;

delete [} order;

delete [] vecro;

delete [] vecS;

// delete [} bitseq;

delete [] seg;

/* END OF MEMORY DEALLOCATION #*¥¥irtrskikbhn st stbrrriionk |
out_scr(dataout); /* final screen */

delete [] dataout;
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return 0;
}
/* END OF PROGRAM ******************************************/

/* SUBROUTINES *********************************************/

/* CGI function deﬁnitions ********************************/
void splitword(char *out, char *in, char stop)

{

int i, j;

for(i = 0; in[i} && (in[i] != stop); i++)

outfi] = in(i];

outfi] = "\0%; /* terminate it */

if(infi))

++i;

for{j = 0; infj]; ) /* shift the rest of the in */

infj++] = infi++];

}

char x2c(char *x)

{

register char c;

/* note: (x & Oxdf) makes x upper case */

c = (x[0] >="A" 7 ((x[0] & 0xdf) - A"} + 10 : (x[0] - *0"));
c *= 16;

¢ += (x[1] >= A" ? ((x[1] & 0xdf) - "A") + 10 : (x{1] - '0"));
return{c);

}

/* this function goes through the URL char-by-char
and converts all the "escaped” (hex-encoded)
sequences to characters

this version also converts pluses to spaces. I've
seen this done in a separate step, but it seems
to me more efficient to do it this way. —wew

/

void unescape.url(char *url)

{

register int i, j;

for(i = 0, j = 0; urlj]; +-+i, ++J)

{

if((url[i] = urlfj}) =="%)

{



url{i] = x2c¢(&urlfj + 1j);

i+=1%

}

else if (url[i] == '+’)

urlfi] = 7;

}

url[i] = "\0’; /* terminate it at the new length */

}

/* End of CGI function definitions *¥#¥¥skx sk iobbitbguioriok /
/* Input Error Screen function definition ****¥kkskiokkuskskssox /
void err-input(char* msg)

/* Multipurpose error screen for displaying error mesages

mSg - eITor message

/

{

puts(

"<HTML><HEAD><TITLE>Data Hiding Engine - Error</TITLE></HEAD>"

Y<BODY BGCOLOR=008040 TEXT=FFFFFF LINK=00FF00 VLINK=FF0080>"

"<TABLE>"

"<TR><TD><hl>Data Hiding Engine - Error</h1></TD></tr>"

"<TR><TD><small> <I>Arkadiusz Edward Komenda</I1> &#183;"

"email:&#160;<a href=mailto:aek4692@megahertz.njit.edu>aek4692@megaheriz.njit.edu</a> &#183;”
“web:&#£160;<a href=http://megahertz.njit.edu/4ek4692>http: //megahertz.njit.edu/Gekd692< fa><br>"
"< fsmall>"

"< /TD></TR></TABLE>"

¥ <hr>"

%

printf(” <font color=EGEB1F><center><h2><b>%s</b></h2><p>< /font>", msg);

puts(” <h3>You can use Back button in your browser to return to your form”

"< /h3>< /center>");

puts(”</BODY></H?ML>”);

return;

}

/* End of Input Error Screen function definition *¥*#¥xsikokx f

/* Function Definitions (main program) *¥*dxkssskiibikriobrior /
int ch_blank(char* data)

/* Check if a string consists of spaces only

data - string to be checked

Return: 0 = not white spaces only
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= white spaces only

/

{

if (strlen{data)==strspn({data,” "))
return 1;

else

return 0;

}

int round(float num)

/* Rounding floating numbers into integers
num - floating number to be rounded
Return: integer after rounding operation
/

{

int whole, out;

float test;

whole = int(floor(num));

test = foat{whole) + Roat(0.5);

if (num >= test) {

out = whole + 1;

}

else {

out = whole;

}

return out;

}

int bound(int a, int lowerbound, int upperbound)

/* Bounding the integer between the lower and upper limits
a - integer to be bounded

lowerhound - lower limit of the range

upperbound - upper limit of the range

Return: an integer that is bigger or equal to the lower limit and
at the same time lower or equal to the upper limit of the range
/

{

int b;

b=__min(a,upperbound);
b=__max(a,lowerbound);
return by

}
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void ddft(float art[[[ISIZE], int horiz, int vert, double mag{][34], double ang(][34])
/* This function obtains the magnitude and angle of the DFT

coefficients of arr of size horizXvert. Block size 8x8.

Number of bands of magnitude DFT is 82/2 4 2

Inputs:

arr - floating data array

horiz - width of arr array (integer)

vert - height of arr array (integer)

Outputs:

mag - array containing DFT magnitudes of arr elements

and - array containing DFT angles of arr elements

/

{

int row, col, k, 1, kk, 11, k1, 11, cntR, cntC;

double block_r[8}[8], block-[8][8];

void fft2(double (8], double (}{8], int, int, int, int, int);
cntR = 0;

for (kk = 0; kk<=int(floor(horiz/float(8))-1); kk-++) {
for {1 = 0; U<=int{floor{vert/float{8))-1); ll++) {

row = 0;
for (k = (kk*8); k<=(8*(kk+1))-1; k++) {
col = 0;

for (1 = (1*8); 1<=(8%(L1+1))-1; I4+-+) {

block-r{row][col} = arr{k][l};

block-ifrow][col] = 0;

col++;

}

row-+-+;

}

fft2(block.r,block-i,8,8,3,3,0); /* forward 2D Fourier transform */

cntC = 0;

for (11=0;11<=4;114+4+) {

for (k1=0;kl<=4;k1++) {

magentR][entC) = sqrt{pow(block-r{k1][11],2.0)+pow(block-i[k1][11},2.0))/8;
angfcntR][cntC) = atan2(block-i[k1]{11],block r[k1][11]);

cntC++;

}

}

for (II=1L11<=3;l1++) {

for (k1=5;k1<="7;kl++) {

mag[cntR][cntC = sqrt(pow(block.r[k1]{11],2.0)+pow(block.i{k1}[i1],2.0))/8;
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anglcntR][entC] = atan2(block_i[k1][11],blockx[k1][11]);
cntC+4-+;

return;

}

void fit2(double x2[}{8}, double y2{][(8], int nl, int n2, int m1, int m2, int idir)
/* x2 - real part (2D array of size n1Xn2)

y2 - imaginary part (2D array of size n1Xn2)

ml = log2(nl)

m2 = log2(n2)

idir - direction of the transformation (0 - forward , 1 - reverse)

/

{

double *x,*y;

int i,j;
void srfft{double [], double [}, int, int});
void isrfft(double [}, double {], int, int);

x = (double *) calloc{n2,sizeof(double)); /* allocate buffers */

y = (double *) calloc(n2,sizeof(double));

/¥ computing the DFT of the rows of the picture matrix - */
for (i =0;i < nl ;i++)
{

for(j = 0;j < n2;j++)

{

x[j] = =2(iil;

ylil = y2(il{i];

}

if (idir == 0 ) srfft(x,y,n2,m2);

if (idir == 1) isrfft(x,y,n2,m2};

/* the intermediate matrix */

for(} = 0;j < n2; j++)



{
x2fi][j] = =i};
y2[illi} = ylils
}
}

free(x);free(y);

x = {double *) calloc(nl,sizeof(double)); /* allocate buffers */
y = (double *) calloc(nl sizeof(double));

/* —computing the DFT of the columns of the intermediate matrix— */

for (j = 0;j < n2;j++)
{

for(i = 0 ;i < nl;i++)
{

x{i] = x2[i][i];

yli} = y2{l(il;

}

if (idir == 0) srift(x,y,nl,m1l);
if (idir == 1) isrfft(x,y,nl,ml);

for(i = 0 ;i < nl;i++4)
{

x2[i][5] = x[i];

y2[illi] = ylil;

}

1

/] free(*x);free(*y);
free(x); free(y);

}

void srfft(double x[], double y[], int 0, int m)

{

int i,j,k,n2,n4,is,id,i0,i1,i2,i3;

double a,a3,e,rl,r2,s1,s2,s3,ccl,ssl,cc3,ss3,xt;

n2 =2 *n
for (k = Lik <= m-1; k++)
{
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n2 = n2/2;
n4 = n2/4;
e = 6.283185307179586/n2;

a = 0.0;
for j = 1;j <=n4; j++)
{

a3 = 3.0 * a;

ccl = cos(a);
ssl = sin{a);
ce3 = cos(a3);

853 = sin(a3);

a=j"e

is = j;

id= 2 * n2;

do

{

for (i0 = is-1; 10 <= n-1;i0 += id)
{

il = i0 + n4;

i2 = il + nd4;

i3 = i2 + n4;

rl = x[i0] - x[i2) ;
x[10] 4= x[i2];
2 = x[il] - x[i3] ;
x[i1] += x[i3];

sl = y[i0] - y[i2] ;
y[i0] += y{i2};
s2 = y[i1] - y[i3] ;
ylil) += yli3);

83 = rl - s2;
rl = s2;
52 =12 -sl;
12 += 81;

x[i2] = rl * ccl - 52 * gsl;



v[i2) = -s2 * ccl - rl * ssl;

x[i3] = 83 * ¢c3 + r2 * ss3;

y[i3) = r2 * cc3 - s3 * s83;

}

is=2*id- n2 + j;

id *= 4;

} while (is < n);

}

}

/**

/¥ ———Iast stage, length-2 butterfly
/**/

is=1;

id = 4;

do

{

for (i0 = is ;10 <= n ; i0 +=id)
{

i0—;

il =10 + 1;

rl = x[i0];

x[i0] = r1 + x[il);
x[il) = rl - x[i1};

rl = yliol;
y[io] = r1 + y[i1];

ylit] = r1 - yliL);

i0--+;

}

is=2%id - 1;

id *= 4

} while {is < n);

**/

/¥ ——————————Dbit reverse counter
/**/

i=1

for (i = 1;1 <=n-1;i++)

{

if (i < j)

-*/

*/
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{

i i

xt = x{j]; x[j] = x{il; x[i] = xt;

xt = y[i]; yli] = yli}; y[i] = xt;

Jt

}

k = n/2,

while (k < j)

{

J-=K

k = k/2;

}

j+=Xk

}

}

void isrfft(double x[}, double y[], int n, int m)
{

int i,

double nl;

void srfft(double [}, double [], int, int);
nl = 1. / {(double) n); /* scale factor */

srift(y,x,n,m): /* perform a foward DFT */
for i=0;i < n;it++t)

{

x[i] = x[i] * n1;

¥[i] = y[il * n1;

}

}
void tnsps34(flcat arrT[|[34], float arr[][34])

/* Transpose of a square matrix of size: 34X34
Input: arr - matrix to be transposed (float)
Qutput: arrT - transposed matrix arr (float)
/

{

int 1, k;

for (! = 0; 1<=33; }++) {

for (k = 0; k<=33; k+++) {

arr'T[k][1] = arr(l][k];

}

}
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return;

}

void vec_muit34(double prod{](34], double arr1[][34], float arr2[][34], int size)
/* Vector product of two matrices

Inputs: arrl - leftmost array of size: sizeX34 {double)

arr2 - rightmost array of size: 34x34 (float)

size - number of rows in arrl (integer)

Output: prod - vector product of arrl and arr2 of size: sizeX34 (double)

/

{

int 11, kI, k2;
double sum;

for (11 = 0; l1<=size-1; 11++) {

for (k2 = 0; k2<=33; k2++) {

sum = 0;

for (k1 = 0; k1<=33; kl++) {

sum = sum + (arr1{11]{k1] * arr2(k1][k2]};
}

prod|[l1](k2] = sum;

}

}

return;

}

void chk_zero{ double arr[}[34)], int size)

/* If the element of the array is less than zero then make it zero
Inputs: arr - array to be checked of size: sizeX34 (double)

size - number of rows in arr (integer)

Output: arr - updated array
/

{

int k, 15

for (k=0; k<=size-1; k-++) {
for (1=0; 1<=33; 14++) {

if (arrk][1}<0) {

arrfk](l] = 0;

}

}

}

return;

}
void fsub(double vecfus[][34], double vecfs[][34], double picf{}[34],
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int nbl)

/* This function obtains the subband coefficients of the
block transform coefficients.

vecfus is not used for data hiding, vecfs is.
Inputs:

picf - array of block transform coefficients (double)
nbl - helps to determine the size of vecfs (integer)
Outputs:

vecfus - array not used for data hiding, of size: 16x34 (double)
vecfs - array used later for data hiding, of size: (nbI*nblI-16)x34 {double)
/

{

int k, 1, row, col;

void err.nput(char* );

void rsdec(double [][100], int);

double (*segf){100] = new double{nbI}{100];

if (segf == NULL) {

err_input(”Error - Not enough memory”);
exit(1);

}

for(1=0;1<=33;14++) {

k=0;

for(col=0;col<=nbl-1;col++) {

for(row=0;row <=nbl-1;row++) {

segf{row][col] = picflk][1];

k4t

}

}

rsdec(segf, nbl);

k=0

for(col=4;col<=nbl-1;col++) {
for(row=0;row<=3;row++) {

vecfs[k][l] = segf(row][coll;

kt++;

}

}

for{col=4;col<=nbl-1;col++) {
for(row=4;row<=nbl-1L;row++) {

vecfs[k]{l] = segffrow][col};

k++;

}



}

for(col=0;col<=3;col++) {
for(row=4;row<=nbl-1;row-++) {
vecfs[k|(l] = segf{row![coll;

k++;
}

}
k=0;

for(col=0;col<=3;col++) {
for(row=0;row<=3;row++) {

vecfus[k][l] = segf]row][col];

k++;

}

}

}

delete [} segf;

return;

}

void rsdec(double I[][100], int size)

/* Inputs: 1 - image of size: sizeXsize (double)
size - number of rows and columns in I (integer)
Cutput: I - modified image of size: sizeXsize (double)
/

{

int m, k, }, kk, il, row, col;

int vhs, nd;

double y(64]{64];

void sdecrect(double [][64], int, int);
for(m=};m<=3;m++) {

nd = int(pow(2,m-1));

vhs=size/nd;

for(l=0;ll<=nd-1;i1+++) {
for(kk=0;kk<=nd-1;kk+-+) {

col = 0

for (1 = (1*vhs); l<=(vhs*(U+1))-1; I++) {
row = 0;

for (k = (kk*vhs); k<=(vhs*(kk+1))-1; k++) {
ylrow]{col] = I[k](;

row-+--;

}

col++;
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}

sdecrect{y, col, 0);

col = 0;

for (1 = (W*vhs}; I<=(vhs*(I+1)}-1; 1+4) {
row = Q;

for (k = (kk*vhs); k<=(vhs*(kk+1))-1; k++) {
K]0 = y{row][coll;

row-+-;

}

col++;

}

}

}

}

return;

}

void sdecrect(double y[][64], int size, int mode)
/* Inputs: y - image array of size: sizeXsize (double)
size - number of columns and rows in y (integer)
mode - switch

mode = 0 forward

mode = 1 inverse of function

QOutput: y - resulting array (double)

/

{

int k, I;

void err_input{char* );

void cirshift(double [], double [], int, int);

void vec_mult64(double [J[64], double [|[64], double [][64], int);

void tnsps4(double [][64], double []{64], int);
double (*h) = new double[size];

if (h == NULL) {

errdinput{”Error ~ Not enough memory”);
exit(1);

}

double (*hmod) = new double[size};

if (hmod == NULL) {

err.input(”Error - Not enough memory”);
exit{1);

}



double (*g) = new double[size|;

if (g == NULL) {

err_input(” Error - Not enough memory”);
exit(1);

}

double (*gmod) = new double[size];

if (gmod == NULL) {

err_input(” Error - Not enough memory”);
exit{1);

}

double (*T)[64] = new double[size|[64];

if (T == NULL) {

err.input(” Error - Not enough memory”);
exit(1);

}

double (*T'T)[64] = new double[size][64];
if (TT == NULL) {

errinput{"Error - Not enovgh memory”};
exit(1);

}

double (*res)(64] = new double(size][64];
if (res == NULL) {

errinput(®Error - Not enough memory”);
exit(1);

}

/* Get filter coefficients */
h[0j=(1+sart(3))/4/sart(2);
h[1]=(3+sart(3))/4/sart(2);
h[2}=(3-sqrt(3))/4/sqrt(2);
h[3]=(1-sqrt(3))/4/sqrt(2);
for(k=4;k<=size-1;k++) {

hik] = 0;

}

gl0]=h(3];

gl1]=-1*h[2];

g[2}=h{1);

g(3]=-1*h[0};

for(k=4;k<=size-1;k++) {

glkl = 0;

}

for(k=0;k<=size/2-1;k++) {
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cirshift(hmod, h, size, 2*k);

cirshift(gmod, g, size, 2¥k);
for{l=0;1<=size-1;14++) {

TK]{l] = hmod[l];

T[size/2+k](l] = gmod[l];

}

}

if (mode==0) {

vec_multB4(res, T, y, size);

tnsps64(TT, T, size);

vec.mult64(y, res, TT, size);

}

else {

tnsps64(TT, T, size);

vecmult64(res, T'T, y, size);

vec-.mult64(y, res, T, size);

}

delete {] h;

delete [] hmod;

delete [] g;

delete [] gmod;

delete [] T

delete [] T'T;

delete {] res;

return;

}

void tnspsb4(double arrT[][64], double arr[][64], int size)
/* Transpose of a square matrix of size: sizeXsize
Input: arr - matrix to be transposed (double)
OQutput: arrT - transposed matrix arr (double)
/

{

int 1, k;

for (1 = 0; I<=size-1; 14++) {

for (k = 0; k<=size-1; k++) {

arrT{k][l] = arr[l][k};

}

}

return;

}

void vec.mult64(double prod[][64], double arr1{][64], double arr2(][64], int size)
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/¥ Vector product of two matrices

Inputs: arrl - leftmost array of size: sizeXsize (double)

arr2 - rightmost array of size: sizeXsize (double)

size - number of rows and columns in arrl and arr2 (integer)
Output: prod - vector product of arrl and arr2 of size: sizeXsize (double)
/

{

int 11, k1, k2;

double sum;

for (11 = 0; 11<=size-1; [14+—) {

for (k2 = 0; k2<=size-1; k2++) {

sum = 0;

for (k1 = 0; kl1<=size-1; k1++) {

sum = sum + (arrl{i1]{k1] * arr2[k1}{k2]);

}

prod[11][k2] = sum;

}

}

return;

}

void cirshift(double n_vect[], double vect(], int size, int shft)

/* Shift left to right elements of a vector in a circular manner
Inputs:

vect - vector to be shifted of length: size (double)

size - length of a vector {integer)

shft - number of spaces the vector should be shifted by (integer)
Output:

n-vect - new vector of length: size, after the shift operation (double)
/

{

int k, 1;

double dummy;

for(1=0;l<=size-1;1++) {

n.vect[l] = vect[l};

}

if (shft!=0) {

for(1=0;l<=shft-1;l++) {

dummy = n.vectisize-1];

for(k=size-1;k>=1;k-) {

n-vect[k] = n-vect[k-1];



}
n-vect{0] = dummy;
}
}

return;

}

int chk_pow2(int num)

/* check whether an integer is a power of 2 or not */
/* Return values: */

/* flag = 0 : integer is a power of 2 */

/¥ flag = 1 : integer is NOT a power of 2 ¥/

{

int flag = 0;

while ({num>1)&&(flag==0)) {

if ((num % 2)==0) {

flag = 0;

}

else {

flag = 1;

}

num = num/2;

}

return flag;

}

void sortArray(int orig[], int size, int ind[])

/* Sort array in ascending order and memorize old positions of elements
prior to sorting

Inputs: orig - data vector of length: size (integer)
ind - vector of length: size holding the index of data
vector, orig (integer)

size - length of vectors orig and ind (integer)
Outputs: orig - sorted vector

ind - vector holding initial orig index before sorting

/

{

int k, I

int temp, itemp;

for (k = size-2; k>=0; k-) {
for (I = 0; 1<=k; 14++) {

if {origll]>orig[l+1]) {
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temp = orig[l];
orig[l] = orig{l+1};
orig[l+1} = temp;
itemp = ind[l];
ind{l] = ind[1+1];
ind[I+1] = itemp;
}

}

}

return;

}

int detsig(double segA[], int segA len, int sdd)
/* Detecting data

Inputs:

segA - data vector of length: segA len, inside which data is hidden (double)
segA _len - length of the data vector (integer)
8dd - seed for gaussian random number generator (integer)
Output:

daat - detected data (integer)

/

{

int k, I;

double slice.abs, slice.max;

int slice_ind;

void err-input(char* );

void gaussian(float [J{1], float , int, int, int);
void fourl(double [], unsigned long, int);
double (*segB) = new double[segA _len*2};

if (segB == NULL) {

errinput(”Error - Not enough memory”);
exit(1);

}

double {*segB_ang) = new double[segA len];
if (segB.ang == NULL) {

érr_input(” Error - Not enough memory™);
exit(1);

}

double (*segAl) = new double[segA len*2};
if (segAl == NULL) {

errinput(”Error - Not enough memory”);



exit(1);

}

float (*h)[1] = new float[segA len][1];

if (h == NULL) {

errinput("Error - Not encugh memeory”);
exit(1);

}

double (*segA2) = new double[segA len*2);
if (segA2 == NULL) {

err_input(”Error - Not enough memory”);
exit(1);

}

double (*slice) = new double[2*segA_len/16];
if (slice == NULL) {

errinput(”Error - Not enough memory”);
exit(1);

}

/* generating signature */

gaussian(h, 1, sdd, segA len, 1);

/* Preparing h for FFT */

1=0;

for (k = 0; k<=2%segA len-1; k+=2) {
if (h[l}[1]<0) {

segB[k] = -1;

}

else {

segB[k] = 1;

}

segBlk+1] = 0;

s+

}

/* FFT(segB) */

fourl(segB-1,segA len,1);

/* angle of segB */

for (k = 0; k<=segA_len-1; k++) {
segB.ang(k] = atan2(segB[2*k+1],segB[2*K]);
}

/* segB=cos(ang)+i*sin(ang) */
1=0;

for (k = 0; k<=2*segA len-1; k+=2) {
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segB[k] = cos(segB-angll]); // real part
segB[k+1] = sin(segB_ang(l]}; // imaginary part
4+

}

/* Preparing segA for FFT */

l=0;

for (k = 0; k<=2*segA _len-1; k+=2) {
segAl[k] = segAll};

segAl[k+1] = 0;

I4++;

}

/* FFT(segAl) */

fourl(segAl-1,segA_len,1);

/* fit(segAl).*conj(segB) */

for (k = 0; k<=2%segA_len-1; k+=2) {
segA2[k]=segA1[k]*segB[k]-segAl[k+1]*(-1)*segB[k+1];
segA2[k+1]=segAl[k+1]*segB[k]+segAl[k]*(-1)*segB[k+1];
}

for (k = 0; k<=2%segA_len/16-1; k-+=2) {
slice[k] = 0;

}

1= 0;

for (k = 0; k<=2%segAlen-1; k++) {
slice(l] = slice[l] + segA2[k];

1++;

if (1>2*segA_len/16-1) {

1=0

}

}

/* IFFT(slice) */

fourl(slice-1,segA len/16,-1);

slice_max = sqrt(pow(slice[0]/segA len/16,2.0)+pow(slicef1]/segA len/16,2.0));

slicelind = 0
/* ABS(slice) */
for (k = 2; k<=2%egA len/16-1; k+=2) {

slice_abs = sqrt(pow(slice[k]/segA_ len/16,2.0)+pow(slice(k+1]/segA len/16,2.0));

if {slice.max < slice_abs) {
slice_max = slice_abs;
slice.ind = k/2;

}
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}

delete [] segB;
delete [] segB.ang;
delete [] segAl;
delete [ h;

delete [] segA2;
delete [] slice;

if (slice.ind<=31) {
sliceind = 126;

}

else {

if (slicelind==60) {
slice_ind = 126;

}

else {

if (slice.ind==62) {
slice_ind = 126;

}

}

t

return slice_ind;

}

void gaussian(float gauss{][l], float sigma?2, int iseed, int nr, int nc)

/* This routine generates an approximately Gaussian random
sequence with zero mean and variance sigma2.

Inputs:

sigma2 - variance {float)

iseed - seed to random number generator {integer)

pr - number of rows of gauss array (integer)

nc - number of columns of gauss array (integer)

Qutput:

gauss - matrix of randomly generated data of size nrXnc (float)
/

{

int i,j,k;

float x,sum;

for 1 = 0;i < ury i++)
{
for (j = 0; j < ne; j+-+)

{
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for (sum = 0,k = 0; k < 12; k++)

{

iseed = 2045 * (iseed) + 1;

iseed = iseed - (iseed/1048576) * 1048576;

x = float{(iseed + 1) / 1048577.0) ;

sum = sum + float(sqre(sigma2) * (x - 0.5));
} /* gaussian sequence with m= 0, sigma2 */
gauss[ij[j] = sum;

}

}

}

void fourl{double data[], unsigned long nn, int isign)
/* FFT and IFFT routine

Inputs:

data - vector of data of length 2*nn (double)

Note: Even elements are real parts of data

0Odd elements are imaginary parts of data

nn - number of complex data numbers (has to be a power of 2) {unsigned long)
isign - indicator: isign = 1 forward FFT

isign = -1 IFFT

Qutput:

data - vector of data after FFT or IFFT of length 2¥nn (double)
Note: Even elements are real parts of data

0Odd elements are imaginary parts of data

/

{

unsigned long n,mmax,m,j,istep,i;

double wtemp,wr,wpr,wpi,wi,theta;

double tempr,tempi;

n=nn << 1;

=1

for (i=1;i<n;i+=2) {

if j > i) {

SWAP(datalj],datal[i]);

SWAP(data[j+1],data[i+1]};

}

m=n >> 1;

while (m >=2 && j > m) {

j-=m;
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m>>=1;
}

J+=m

}
mmax=2;

while (n > mmax) {
istep=mmax << 1;
theta=isign*(6.28318530717959/mmax);
wtemp=sin(0.5*theta);

wpr = -2.0%wtemp*wtemp;
wpi=sin(theta);

wr=1.0;

wi=0.0;

for (m=1;m<mmax;m+=2) {
for (i=m;i<=n;i+=istep) {
j=i+mmax;
tempr=wr*datalj]-wi*data[j-+1);
templ =wr*data|j+1]-+wi*datal[j];
data[j]=datali]-tempr;
data[j+1)=datali+1]-tempi;
datafi] += tempr;

data[i+1] += tempi;

}
wr={wtemp=wr)*wpr-wi*wpi+wr;
wi=wi*wpr-+wtemp*wpi-+-wi;

}

mmax=istep;

}

}
#undef SWAP

void clsb(double arr[], int size)

/* Choose 6 least significant bits of arr

Inputs:

arr - vector of data of length: size {double)}

size - length of vector arr (integer)

Output:

arr - vector of data of 6 least significant bits of length: size (double)
/

{

int k, znak, arr_int;



double arr_max;

int n;

void errinput(char* );

int round(float);

void DecToBinN(int, char *, int);

int BinToDecN(char *, int);

n = 6; /* 6 least significant bits */
arr-max = fabs{arr[0]);

for (k = 1; k<= size-1; k++) {

arr.max = __max(arr.max, fabs(arr{k]));
}

arr_max = ceil(log(arr-max)/log(2));

if (n > arr_max) {

n = int{arr.max);

}

char (*binary) = new charlint(arr_max)];
if (binary == NULL) {

errdnput(”Error — Not enough memory”);
exit(1);

}

for (k = 0; k<=size-1; k++) {

if {arr[k]>0) {

znak = 1;

}

else {

znak = -1;

}

arr.int = round(float{fabs{arr[k]}));
DecToBinN{arr.int, binary, int(arr-max));
arr[k] = double(BinToDecN(binary, n}};
arr[k} = arr(k] * znak;

}

delete [] binary;

return;

}

void DecToBinN(int dec, char * binar, int N)

/* Converts a decimal number to N-bit binary representation

Inputs:

dec - decimal number (integer)

N - length of the binary representation (integer)
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Output:

binar - N bit long binary number (character)

/

{

int kL

k = N;

while (dec!=0) {
k=

if ({dec % 2)==0) {

binar[k]="0";

}

else {

binar[k]="1";

}

dec = dec/2;

}

if (k>0) {

for (1=k-1; 1>=0; 1-) {

binar[l] = *0%

}

}

return;

}

int BinToDecN{char * binar, int N)

/* Convert last N bits of a binary number to an integer
Inputs:

binar - binary number (character)

N - how many last digits of a binary number convert to an integer {integer)

Return an integer

r

/

{

int sum = 0;

int k, I, len;

len = strlen{binar)-1;

1=20;

for(k = len-1; k>=len-N; k~) {
if (binar(k]=="1") {

sum = sum + int(pow(2,1});
}

145
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return sum;

}

void out-scr{unsigned char* msg)
/* End of processing screen

msg - message

/

{

puts(

"<HTML><HEAD><TITLE>Data Hiding Engine - Data Successfully Detected</TITLE></HEAD>"
"<BODY BGCOLOR=008040 TEXT=FFFFFF LINK=00FF00 VLINK=FF0080>"

"<TABLE>"

"<TR><TD><hl>Data Hiding Engine - Data Successfully Detected</h1></TD></tr>"
"<TR><TD><small> <I>Arkadiusz Edward Komenda</I> &#183;"

"email:&#160;<a href=mailto:aek4692@megahertz.njit.edu>aek4692@megahertz.njit.edu< /a> &#183;"
"web:&#160;<a href=http://megahertz.njit.edu/aekd692>http://megahertz.njit.edu/aek4692< /a> <br>"
Y& fsmall>”

"< /TD></TR></TABLE>"

" <hrs?

)i

printf(” <font color=ESEBIF> <center><h2><b>%s%s< /b></h2><p>< /font>", "Detected data is: ?, msg );
puts(

"<P><H4><CENTER>"

"<A HREF=http://njcmr.org/dhs/imaged.html>Detect data from the next image</A>"

"< /CENTER></H4>"

)

puts(

"<P><H4><CENTER>”

*<A HREF=http://njcmr.org/dhs/image-h.html>Hide data in a new image</A>"

"< /CENTER> < /H4>"

)i

puts(

"<P><H4><CENTER>"

"<A HREF=http://njcmr.org/dhs/>Back to the main page</A>"

"< /CENTER>< /H4>"

%

puts(

"<P><H4><CENTER>"

"< A HREF=http://njcmr.org/>NJCMR Home Page</A>"

"< /CENTER> < /H4>"

%
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puts(® </BODY></HTML>");

return,

}

/* End of Function Definitions (main program) *#k##kskdekickiok /

/’—‘ END OF SUBROUTINES ********x*****************************/
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